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NEWS 


Patch Tuesday: 
Microsoft fixes Windows 
bug, Word exploit 


Microsoft eliminates 59 security vulnerabilities, including five vulnerabilities 
the tech giant classifies as critical. FRANK ZIEMANN reports 


or September's Patch Tuesday, being exploited. Microsoft offers 
Microsoft provided several updates _ sparse details on the vulnerabilities for 
to fix 59 vulnerabilities. Microsoft self-searching in the security update 


classifies five vulnerabilities as critical guide (fave.co/4630kDO). 


and the rest, with the exception of one, 

as high risk. The critical vulnerabilities BROWSER UPDATES 

affect Windows, Visual Studio and The latest security update for Edge is 
Azure. A vulnerability in Word is already _ version 116.0.1938.76. It is based on 
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Chromium 116.0.5845.180 
and fixes several holes in the 
Chromium base. However, 
Google has already released 


cve2023- 
two new Chrome updates 38148 
this week that fix more cve2023- 
vulnerabilities, including a basta 
0-day exploit. Since the switch ee 
to Chromium 110 in February, Gieaeas! 
36796 


Edge no longer runs on systems 


exploited 


advance 


Word igh Dataleak yer yes 


Windows 
etcal nce 10 no 

(cs) 

Views Stusio erica Ree ne ro 

Visual Stucio. critical nce 10 no 

Views Studho citical Ree 0 no 


with Windows 7 or 8.x - like all 
Chromium-based browsers 


OFFICE VULNERABILITIES 
Microsoft has documented eight 
security vulnerabilities for its Office 
products. Among them is a remote 
code execution (RCE) vulnerability in 
Word (CVE-2023-36762). The Word 
vulnerability CVE-2023-36761, on the 
other hand, is reported by Microsoft as 
a data leak. It is already being exploited 
for attacks. An attacker can disclose 
NTLM hashes that he could use for 
NTLM relay attacks. An exploit of this 
Word vulnerability can also be carried 
out via the Outlook preview, if an 
appropriately prepared Word file is sent 
as a mail attachment. 


VULNERABILITIES IN WINDOWS 
Some of the vulnerabilities, this 

time 21, are distributed across the 
various Windows 10 and 11 versions. 


The most important security vulnerabilities on Patch 
Day in September. (RCE: Remote Code Execution.) 


Windows 7 and 8.1 are no longer 
mentioned in the security reports, 
but could be vulnerable. As far as 
system requirements allow, you 
should switch to Windows 10 (22H2) 
or Windows 11 to continue getting 
security updates. Windows 10 21H2 
last received updates in June. 

The only Windows vulnerability 
designated as critical by Microsoft 
concerns Internet Connection Sharing 
(ICS). If an attacker is on the same 
network segment as the target 
computer when ICS is enabled, they 
can inject and execute code with a 
crafted network packet. ICS is not 
activated by default. 

Microsoft has closed RCE 
vulnerabilities rated as high risk in 
the EdgeHTML scripting engine, 
Miracast and Windows themes. The 
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latter vulnerability (CVE-2023-38146) Extended Security Updates (ESU) 
allows an attacker to inject and execute programme to secure systems 

code using a crafted themes file. This with Server 2008/R2 will receive 

is reminiscent of similar attacks with updates this month that eliminate 11 
screensavers that existed 20 years ago. vulnerabilities. RCE vulnerabilities are 


Microsoft has fixed seven vulnerabilities not among them this time. 
in the 3D Builder app, six of which are 

RCE vulnerabilities. Updates for this app 

are available in the Microsoft Store. 


CRITICAL BUGS 

IN VISUAL STUDIO 

Microsoft classifies three of the five RCE 
vulnerabilities in Visual Studio as critical. 
Why the other two should be less 
problematic is not clear from Microsoft's 
information 


FURTHER UPDATES FOR 
EXCHANGE SERVER 

After Microsoft already addressed some 
Exchange vulnerabilities on Patch Day 
in August, another five were added this 
month. Three of the vulnerabilities are 
RCE exploits. In addition, there is a data 
leak and a spoofing vulnerability (CVE- 
2023-36757). The latter can be used 

for NTLM relay attacks. The September 
updates require that the August patches 
have already been installed. 


EXTENDED SECURITY UPDATES 
Companies and organizations 
that participate in Microsoft's paid 
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Microsoft is killing 
third-party printer 
drivers in Windows 11 


The time for proprietary printer drivers in Windows is coming to an end. 
HANS-CHRISTIAN DIRSCHERL reports 


icrosoft will no longer 
provide new drivers from 
printer manufacturers via 


Windows Update starting in 2025, 
the company has announced fave 


-0/3Pq2fLy). It says doing so will 


make Windows 11 even more secure. 


Up to now, printer manufacturers 
can have their drivers certified by 


Microsoft, and the tech giant then 
distributes them via Windows Update. 
Starting in 2025, however, Microsoft 
will no longer accept new drivers 
from manufacturers. The proprietary 
drivers, installers, and tools of the 
printer manufacturers haven't been 
necessary since Windows 10 21H2's 
release in 2021, because since then 
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the operating system has supported 
Mopria-compliant network and USB 
printers with the universal Microsoft IPP 
class driver (Mopria, fave.co/3ECzAhp, 
is an association of printer and scanner 
manufacturers to produce drivers for 
printers, multifunction, devices and 
scanners. Windows supports Mopria). 
There are also printer support apps in 
the Windows Store 
that offer additional possibilities. 

By switching from the Win32 
framework to the UWP software 
development framework, reliability 
and performance would increase. 
Printer manufacturers would no 
longer have to develop their software 
from scratch because their printers 
would be supported by all Windows 
versions and editions. 

Above all, Microsoft wants to 
improve the security of Windows by 
using only a few central IPP drivers 
instead of many different proprietary 
printer drivers from individual device 
manufacturers. Security holes in 
proprietary printer drivers often go 
unnoticed for years and thus remain 
in Windows. This makes Windows as a 
whole more vulnerable to attacks. 

Microsoft security expert Jonathan 
Norman writes onX 
(formerly Twitter): “We are making some 
big changes to Print in Windows. This is 
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the first step towards a more secure and 
modern printing system.” 

Norman puts it this way: “In the near 
future, Windows will default to a new 
print mode that disables third-party 
drivers for printing.” 


HERE’S WHAT THE 
TIMETABLE LOOKS LIKE 
From 2025, Microsoft will no longer 
provide new proprietary printer 
drivers via Windows Update. However, 
Microsoft will continue to provide 
existing certified printer drivers via 
Windows Update after 2025. The 
printer manufacturers may also still 
update existing drivers. 

From 2026 onwards, Microsoft 
will give preference to IPP drivers 
over proprietary drivers and from 
2027 onwards, Microsoft will also 
no longer allow updates of existing 
proprietary drivers — with the exception 
of security updates. However, even 
after 2027, Windows will allow users 
to install printer drivers provided by 
manufacturers as standalone installation 
packages via their websites. 


Thunderbolt” 5 


The Next Generation 


F/ Thunderbolt 


Thunderbolt 5 will debut 
in 2024 with gamer-class 
charging and I/O 


So far, however, Intel isn’t saying when Thunderbolt 5 will appear on your 
next Core-powered notebook. MARK HACHMAN reports 


t's official: the next-generation 
| Thunderbolt spec will be called 
Thunderbolt 5, debuting next year 
with enough charging power and 
bandwidth to support eGPUs and a 
new class of ‘external Al devices’. 
Intel teased the new Thunderbolt 


specification at the end of 2022, 


promising that the next-gen 
Thunderbolt would continue the trend 
of doubling bandwidth, all the way to 
80Gb/s in one direction. That included 
a promise, now confirmed, that the 
four lanes of Thunderbolt could be 
reconfigured to allow three lanes from 
a laptop to a monitor, rather than two. 
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That will allow the option of a 120Gb/s 
connection to a display, which Intel now 
refers to as Bandwidth Boost. 

Thunderbolt 5 will eventually be 
integrated within Intel's Core platforms, 
primarily laptops. Although Intel has 
a prototype dock and laptop that it 
will begin showing off to customers, 
integrated Thunderbolt 5 will debut 
in laptops “in 2024", Intel executives 
said. Unfortunately, Intel is not saying 
whether that will be inside its new 
Meteor Lake chip or some other 
platform. Thunderbolt 4 and 5 will 
coexist for some time, though, Intel 
said, eventually giving way to the 
updated specification. 

Intel's discrete Thunderbolt 5 
controller will be known as ‘Barlow 
Ridge’, a chip which Intel will sell to 
Thunderbolt dock and device makers. 

Thunderbolt and the associated 
ecosystem of Thunderbolt docks quietly 
emerged into the mainstream alongside 
the growth of working from home, as 
workers discovered that their laptops 
were lacking in display and |/O ports, 
which were largely replaced by a single 
USB-C connection. 

More and more of these laptops 
now run the Thunderbolt high-speed 
connection through the USB-C 
port - and Thunderbolt embeds the 
DisplayPort protocol. All this means is 
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that a variety of devices, from docks to 
displays to SSDs to even external GPUs, 
can be run over a single Thunderbolt 
cable. That cable will remain at its 
current 1m length in Thunderbolt 5, 
Intel executives said, though a 2m active 
cable is in development. 


WHAT'S IN THUNDERBOLT 5? 
The rule of thumb with Thunderbolt 

4 is that the 40Gb/s connection 

allows a laptop to connect to two 

4K displays running at 60Hz. The 
additional bandwidth of Thunderbolt 
5 will allow for three 4K displays 
running at 144Hz - which you might 
call the entry level for the refresh rates 
gamers typically demand. 

Intel executives said that 
Thunderbolt 5 will be backwards- 
compatible with earlier Thunderbolt 
implementations. If you plug a 
Thunderbolt 5 device or dock into a 
Thunderbolt 4-equipped laptop, it 
will work, albeit at the older, slower, 
40Gb/s speed, they said. 

Thunderbolt 5 will also double the 
available data bandwidth to address 
storage devices and eGPUs, going from 
32Gb/s in Thunderbolt 4 to 64Gb/s 
in Thunderbolt 5. Two additional 
features are worth noting: Thunderbolt 
5 will supply 240W of charging power 
downstream to the PC (plus a maximum 


of 15 watts to 
connected devices) 
and that the spec 
will support PCle 
Gen 4, versus PCle 

3 in Thunderbolt 3. 
Gamers should cheer 
both improvements, 


as the first will BP Somston 
allow some gaming 
notebooks to store Eitardetor 


New Capabilities Powered by Thunderbolt” 


Today Tomorrow 


their proprietary 
charging cables 
inside the box and use a USB-C charger 
and cable instead. The second will allow 
those PCs to connect to faster PCle Gen 
4 SSDs and devices, too. 

The additional display bandwidth 
will also be able to drive multiple 8K 
HDR displays or single displays at up to 
540kz. (Intel isn’t breaking out all of the 
possibilities quite yet.) 

Thunderbolt 5 also supports 
DisplayPort 2.1 (versus version 1.4 
HBR3 supported in Thunderbolt 3). 

The difference is that DisplayPort 2.1 
supports a maximum 10K resolution 
(10,240x4,320, 60Hz) on a single display, 
versus the 8K resolution DisplayPort 

1.4 supported. DP2.1 also includes an 
improved version of Display Stream 
Compression (DSC 1.2a), which can do 
a better job of managing bandwidth 
versus the older spec. 


A summary of the Thunderbolt 5 feature set, as provided by Intel. 


Intel's Bandwidth Boost is a new 
feature, and one users shouldn't have 
to worry about, especially if they have a 
standard 1080p or 4K display. According 
to Jason Ziller, general manager of the 
Client Connectivity Division at Intel, 
Bandwidth Boost will be handled by the 
Intel Connection Manager utility. 

“If it detects a high-bandwidth 
display that’s requesting the extra 
bandwidth, [it] will automatically switch 
into that bandwidth boost mode,” Ziller 
said. “And then...if you disconnect the 
display, the same thing would [come 
into] play, in that it would readjust to 
whatever devices are connected.” 

Though few users probably use 
Thunderbolt to network two PCs, 
the available networking bandwidth 
in Thunderbolt 5 has doubled to 
64Gb/s. That's the same amount of 
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bandwidth that users will have to access 
storage devices like SSDs — again, 
double that of Thunderbolt 4. Given 
that Thunderbolt 5 supports PCle 

Gen 4, laptops could gain a nice I/O 
performance boost, overall. 

And yes, that includes even eGPUs. 
While Thunderbolt 3-enabled eGPUs 
exist, few if any Thunderbolt 4 eGPU 
enclosures were ever produced. Ziller 
specifically highlighted Thunderbolt 5 
eGPU enclosures as devices that could 
be attached to Thunderbolt 5. 

A surprising new category could be 
external Al accelerators, Ziller added. 
Intel's Pat Gelsinger has said that the 
new Meteor Lake processor will usher 
in the “Al PC”, and Thunderbolt 5 
could complement an eGPU with a 
specific Al box. “We may see a similar 
thing for different types of external 
Al accelerator solutions that could 
be improving things like video, video 
conferencing, collaboration, audio 
effects, various types of creator and 
gamer effects that are using Al, and 
then the local Al inferencing,” Ziller 
said, thus avoiding the need to send 
Al requests to the cloud. 


HOW WILL YOU KNOW IT’S 
THUNDERBOLT 5? 

Intel has slightly reworked the 
Thunderbolt logo, giving at an updated 
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look. On a laptop, though, the rules are 
the same: look for a port with a lightning 
bolt atop it, and it should signal a 
Thunderbolt connector, not a generic 
charging cable. Thunderbolt cables 

will continue to carry the lightning- 

bolt logo, then a small ‘a5’ beneath to 
designate it as Thunderbolt 5. 

Since technical collateral will 
only be provided to Thunderbolt 
developers beginning in the fourth 
quarter, docks and devices will take 
some time to ship. 

Still, there several key issues that 
the market will have to work out. For 
one, Thunderbolt is primarily a mobile 
solution: Ziller said that about 90 
percent of all Core laptops ship with 
Thunderbolt, but there is a “much 
lower attach rate” on desktops, 
especially powerful gaming desktops 
More and more monitors are now 
including a USB-C connection, but 
it’s still unclear whether any will have 
Thunderbolt built in, either as a hub or 
a display connection. The irony is that 
Thunderbolt 5's bandwidth exceeds 
DisplayPort, but that continues to be a 
popular connector on graphics cards. 

Ziller also didn’t really speak to the 
lingering question of USB4 v2, USB's 
own 80Gb/s answer to Thunderbolt 
5. Intel has said before it will license 
Thunderbolt to anyone. But because of 


what is believed to be Intel's refusal to 
certify non-Intel platforms, notebooks 
with AMD Ryzen chips inside use USB4; 
Intel Core notebooks use Thunderbolt. 

“From a technical standpoint, the 
Thunderbolt 5 silicon could go into 
any device that has the appropriate 
connections,” Ziller said when asked 
if this situation would change with 
Thunderbolt 5. “So theoretically, it 
could be done.” 

Ziller also didn’t address the 
elephant in the room: a competing 
technology, DisplayLink, is arguably 
cheaper and more stable than 
Thunderbolt itself. 

A DisplayLink USB-C dock uses 
a hardware-driven compression 
technology from Synaptics to provide 
many of the benefits that Thunderbolt 
devices do, for less. But maybe as 


Thunderbolt devices become more 
pervasive, DisplayLink docks will fade 
away? We'll have to wait and see. 


THUNDERBOLT 5 FEATURES 
Overall throughput (including display): 
80Gb/s, up to 120Gb/s upstream via 
Bandwidth Boost 

Data throughput (storage, eGPUs): 
64Gb/s 

Standards supported: DisplayPort 2.1, 
PCI Express 4.0, USB4 v2, USB3 20Gb/s 
Thunderbolt networking: 64Gb/s 
Power delivery: 140-watt downstream 
PC charging (required), 240-watt 
downstream PC charging (optional), 
15-watt per device 

Backwards compatibility: Thunderbolt 
4/3, USB 4/3, DisplayPort 2.1 

Cable length: 1m (passive); 2m active 
cable in development. 


Optional 120Gbp= 
forvideointensive 


usez 


EX Thuncerbot 


Thunderbolt” 5 Delivers Up to 120 Gbps 


The performance creators and gamers need 


sea" Thanderbok™4 Thunderbot 5 
Thunderbolt™3 


Thunderbolt 
5 will offer 
improved 
performance. 
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Microsoft finally took 
our advice and Paint 
will be better for it 


Background removal is the new Magic Select. MARK HACHMAN reports 


icrosoft Paint is finally testing In 2021, Microsoft pulled Paint 
background removal, the 3D from Windows, ending its run of 


killer feature of Microsoft's 3D VR applications. Unfortunately for 
Paint 3D that we hoped they'd save. Microsoft, Windows Mixed Reality 
And they finally have. bombed and they began quietly 
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removing apps like Paint 3D and 3D 
Viewer. (Paint 3D lives on as a Microsoft 
Store app, however.) 

The idea behind Paint 3D and 3D 
Viewer was that you would create VR 
holograms that could be viewed by 
either the HoloLens or a third-party 
ecosystem of VR hardware. Paint 3D 
was fun, even though the idea of 3D 
dioramas never caught on. 

But Paint 3D’s best feature, Magic 
Select, had nothing to do with 3D. 
Magic Select was a 2D feature, a 
Photoshop-like way to lasso a particular 
part of a scene, like a person, and edit 
them out of the photo. In 2019, this 
was pretty revolutionary. Since then, 
this function is now part of Adobe 
Photoshop; Google Photos’ Magic 
Eraser, which is now a Google One 
perk, and other editing apps. 

We'd like to say that we were 
responsible for Microsoft's decision 
and maybe we were. In 2020, as the 
company was killing off Remix 3D (the 
repository of 3D digital assets that 
you could incorporate into Paint 3D), 
we begged them to let Magic Select 
survive. And it has. 

Background Removal in Paint 
hasn't hit your desktop yet, even if it 
most likely will. If you're a Windows 
Insider in the Canary or Dev Channels, 
you can download the new version of 


Paint (version 11.2306.30.0) and start 
using the new tool, which will appear 
in the Image section. Paint will use Al 
to remove what it thinks is the subject 
of the image so that you can use it 
elsewhere. Alternatively, you can use the 
rectangle select tool to do the same. 

So, this isn't quite perfect yet. Using 
a rectangle has always struck me as a 
little odd since a lasso would be better. 
But Paint has never been a precision 
tool and using a rectangle certainly 
pushes you to trust Microsoft's Al a bit 
more, which might be the idea. 

But there’s a move Microsoft hasn't 
made yet, too. The most obvious use 
for a tool that uses background removal 
isn’t Paint, it's Photos. Sure, you can 
argue that Paint is an editor and Photos 
is designed to view photos. However, 
Microsoft already re-inserted the Auto 
Enhance tool back into Photos, which 
uses Al to improve the photo's lighting, 
contrast, and more. Spot Fix - again, 
which Microsoft pulled, then quietly 
added back-also uses Al to identify 
specks of dust and grit and intelligently 
remove them from the photo. If these 
editing tools are already there, why not 
add background removal, too? 

Well, perhaps Microsoft will. And if 
Microsoft does, we’d humbly suggest 
that Photos will be a better app because 
of it. Just don't take three years, okay. 
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Unlock your imagination with Adobe Firefly 


What will you make today? 


Try these out 


tool goes live, but 
with a credit plan 


How much you'll be able to create with Firefly will depend on how much 
you already pay Adobe. MARK HACHMAN reports 


dobe's generative Al- 

powered Firefly tools are now 

commercially available to 
subscribers, but with a catch: Adobe 
will ‘charge’ you for using it with a 
credit plan that you may need to pay 
separately for. 
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Adobe Firefly is a superb Al art 
generator, trained on Adobe's own 
stock images. While Firefly is now 
available for free as a standalone 
tool, Firefly-powered generative Al 
art capabilities were added to Adobe 
Photoshop in May and to Adobe 


Express last month. Firefly not only 
generates its own Al art, but can be 
used as a source for editing: replacing 
the background on a beach scene with 
a fantasy castle, for example. Firefly, like 
other Al generators, is a text-to-image 
tool which generates an image based 
on your text description and filters. 
Adobe's Creative Cloud 
subscriptions now include Firefly as 
part of Photoshop and Illustrator, with 
Al effects in Premiere Pro and After 
Effects. Adobe GenStudio will offer 
similar effects to enterprises. By default, 
each image created with Firefly includes 
a digital watermark. Adobe calls these 
watermarks Content Credentials to 
identify the image as Al-generated, and 
identify what edits have been made. 


FIREFLY'S CREDIT 

SYSTEM ISN'T SIMPLE 

Firefly doesn't come ‘free’, though. 
Since Al art requires substantial 
computing power to generate, Adobe 
is asking users using Firefly to pay for 
it with a certain amount of free credits 
that are topped up each month. So far, 
Adobe is charging 1 credit per image. 
There's a small exception: if you use Al 
to generate Text Effects, you'll be able 
to use Firefly for free for an unlimited 
amounted times before Nov. 1, when 
the credit system kicks in. 


Beginning today, though, everyone 
who uses the free version of Creative 
Cloud, Firefly and Adobe Express for 
text-to-image, generative fill, expand, or 
recolour, will be limited to 25 monthly 
credits to use the Firefly tool. After 
that, Firefly abilities will be shut off 
and you'll be asked to pay. 

If you're on a Creative Cloud plan 
for the entire suite, you'll be granted 
1,000 credits per month. If you 
subscribe to a single visual app like 
Photoshop, you'll receive 500 credits. 
Lightroom users will receive just 100 
credits, though, with the Creative 
Cloud Photography plan being granted 
250 credits if they signed up before 1 
November. (Otherwise, Adobe will limit 
it to 100 credits.) You do, however, get 
one perk: unlimited use of Firefly until 1 
November for all paid plans. 

If those credits expire, though, the 
Al gravy train won't shut off; Creative 
Cloud subscribers will see a drop in 
performance, and that's all. If you 
pay for Express, you'll only be able to 
generate two Firefly images per day 
until the next month begins. 

Unfortunately, credits won't roll over, 
Adobe says. There will be an option if 
you need to buy more, however. Adobe 
plans to charge users £4.49 per month 
for an additional 100 credits. 
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Asus Zenbook 14 Pro OLED 


Price: £2,498 from |fave.co/3ZguCRO} 


he Zenbook 14 Pro OLED is a 
compact computer that, despite 


its small dimensions, packs a lot 


of performance under the hood. But 
how does it fare in the real world? Read 
on to find out. 


PERFORMANCE 
The higher tier configuration of the 14 
Pro OLED has an Intel Core i9-13900H 
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CPU and a GeForce RTX 4070 GPU, 
and can thus challenge beefy gaming 
laptops in pure brute force. The model 
| have for testing is more modest and 
has a simpler Core i7-13700H and RTX 
4060 instead. It also has 16GB of RAM 
instead of 32GB. 

My review unit isn’t the most 
powerful configuration, but that's still 
a lot of power for such a small laptop. 


I can easily fire up Adobe 
Premiere Pro and cut or 
colour grade 4K film in 
multiple layers, browse photo 
libraries at lightning speed, 
and twist and turn 3D objects 
in Blender. You may want to 
avoid being overly ambitious 


and trying to do all three at 
once due to the limited RAM. 
But even that is possible. 

You can play games on your 
computer even if that’s not what 
it’s primarily built for. With its little- 
more-than-2k resolution and 120 Hz 
frequency, the graphics card isn't really 
suited for maintaining a steady 60Hz 
in games, but lower the ambition and 
resolution and even heavy titles can 
run smoothly. For a while anyway, the 
computer has a tendency to throttle 
down performance somewhat during 
longer periods of maximum load. Not 
surprising considering the small space 
for cooling and fans. 

But only for the graphics card 
You can push the processor for hours 
without any loss of performance. 
However, the underside of the computer 
gets hot quickly, so it's best to keep it 
on a table and not in your lap. It only 
gets noticeably hot on the top of the 
keyboard when the graphics card is 
working at full speed. 


The Asus has the expected set of connections. 


DESIGN 

The computer may be compact, but 
it's not particularly thin and light. It’s 
almost 200mm at its thickest point 

and weighs 1.65kg. Its rather angular 
shape also makes it less comfortable to 
carry around. The chassis is solid matte 
aluminium with dark surfaces, and the 
sides and back are covered with large 
cooling grids. There is still room for 
the expected set of connections, Dual 
Thunderbolt 4 USB-C, a USB-A , HDMI 
and a headphone jack. 

Unusual to see in this small format 
is that it has a separate charging port 
instead of getting power from one 
of the Type-C ports. But then again, 
this is a performance computer with 
performance hardware. The charger is 
a hefty block, as thick as the computer, 
and weighs an extra couple of kilos to 
carry around. Three, if you include the 
wall plug cable. 
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The chassis is solid matte aluminium with dark surfaces, and 
the sides and back are covered with large cooling grids. 


KEYBOARD 


The ‘14’ in the name stands for 14 
inches in screen size, but it's a bit bigger 
than most 14 inchers, with a 14.5- 

inch surface. That also makes it a few 
millimetres wider than a standard 13.3- 


or 14-inch. This may seem 
marginal, and for the 
most part it is. However, it 
leaves a little more room 
for the keyboard, which, 
despite having margins at 
the edges, has full-sized, 
properly-spaced keys. 
It's also very well built. 
Buttons have distinctive 
quality mechanics and the 
stroke height is palpable. 
The power button is 


in the top row between 
Print Screen and Delete. 
There is a certain risk of 
accidental presses, but 
with a slightly smarter 
placement than in 

other computers and 
with higher pressure 
resistance, Asus avoids 
the biggest risks. The 
backlighting is never more 
than half-strength in the 
keyboard, but it’s enough 
to comfortably see the 
keys in low light. 


Underneath is a large mouse pad 


with good control. A recessed ring in 
the top left corner provides special 
controls that emulate a dial control, 
allowing you to ‘turn’ it with your 
fingertip. The Asus Dial feature, which 


A recessed ring in the top left corner provides special controls 
that emulate a dial control. 
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pops up around menu on the screen 
when | tap the ‘dial’, can be linked to 
controls such as volume and brightness, 
and also control some features in 
Microsoft Office and Adobe Creative 
Cloud. You can also build your own 
menu wheels with optional settings 
and features in the system. 

Although it is frustratingly 
complicated to do. After years of this 
feature in various Zenbook and ProArt 
computers, it’s a shame that it hasn't 
been developed more and that you 
can’t get direct support for sliders in 
more programs. It's up to third-party 
developers to integrate, and that's 
apparently not appealing enough. 


DISPLAY 
With OLED in the name, it is of course 
OLED in the screen. Here, you get 
a sharp and colourful 
OLED screen with all 
the good qualities that 
it brings. The resolution 
of 2,880x1,800 pixels 
makes it so detailed 
that | have to lean really 
close to distinguish 
individual pixels. 

You get perfect 
contrast down to the 


smallest pixel, intense 


control and colour accuracy, and even 
short response times when you want 
to play games. The colour gamut goes 
up to full DCI-P3 and sRGB, and it's so 
close to full AdobeRGB that you don't 
notice the missing couple of percent. 

That's for the standard image, and 
reaches a brightness of up to about 
350 nits. If you want the absolute 
best quality, enabling the HDR mode 
in the Windows 11 settings boosts 
this to just over 500 nits. Colour 
accuracy is compromised, though you 
can customise this to your liking and 
add a blue light filter. 

This is done in the My Asus 
application, where you also have 
controls for network optimisation, 
keyboard settings, battery charging and 
fans. Then there's ProArt Creator Hub, 


where you can control the same fans 


colours with excellent 


The Asus has a sharp and colourful OLED screen. 
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and a handful of other settings, as well 
as professionally calibrate the screen if 
you have a compatible calibrator. 

Asus should consider merging these 
two programs - it gets confusing to 
have so many separate apps. 

Well-sounding if not spectacularly 
good speakers sit on the underside of 
the computer. They provide clear bass 
and treble and a mid-range well suited 
to voice reproduction. It may not be a 
hi-fi experience for playing music, but 
it's acceptable for most things. 

Small but good microphones in 
the computer provide excellent noise- 
free voice, and the 1080p webcam 
is good enough. The latter is always 
a bit of a lottery in Asus laptops, but 
here it delivers a mostly good picture, 
with some noise in dark environments 
but otherwise nothing significant to 
complain about. 


VERDICT 

Despite its compact size, the Zenbook 
14 Pro OLED can do pretty much 
everything. That includes editing 
photos and videos, compiling code or 
manipulating 3D models. You can even 
play most games without issue. 

But do you want to do everything 
on a 14-inch screen which needs to be 
connected to the power so often? That's 
the reality here — the 14 Pro OLED can’t 
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perform at its best for more than a 
couple of hours. 

However, there's no doubting this 
is a superb laptop with plenty of great 
features. Mattias Inghe 


SPECIFICATIONS 

© 14.5-inch (2,880x1,800) 120Hz OLED 
display 

* Windows 11 Pro 

* Intel Core i9 13900H processor 

* Nvidia GeForce RTX 4070 Laptop GPU 

* 16GB RAM 

* 1TB SSD 

* 1x USB 3.2 Gen 2 Type-A 

* 1x USB 3.2 Gen 2 Type-C Power 
Delivery/DP 

* 1x USB 4 Type-C/Thunderbolt 4 / 
DisplayPort 

° 1x HDMI 2.1 

© 1x 3.5mm audio jack 

* 1x microSD card slot 

* 1080p webcam; separate IR sensor for 
Windows Hello face unlock 

° Wi-Fi 6E 

* Bluetooth 5.3 

© 76Wh battery 

* 322x223x18mm 

* 1.65kg 


Lenovo Yoga 7i 16 


Price: £900 from fave.co/464MPmO] WITS 


ut of all the Lenovo Yoga 

laptops out there, there's one 

that stands apart from the 
rest: the 7i 16. The 2023 convertible 
laptop delivers strong performance and 
a spacious, bright display with Dolby 
Vision support. It also checks off a lot 
of other boxes as far as features go. 
The fingerprint reader is easy to use for 
secure lagin and identification, there's 
an included stylus, and it comes loaded 
with 16GB of fast DDR5 memory. This 
machine has a lot to offer buyers. 


DESIGN 

The Yoga 7i 16 has great build quality. 
The chassis is all aluminium with a dark 
grey finish and rounded edges that 
make it comfortable to grip. It never 
feels cumbersome to carry around, 
either. The screen has a small bulge at 
the top where the webcam is located, 
making it easy to open and close. It 
can't quite be done with one hand, but 
since it’s fully convertible | can forgive 
it, as this type of computer needs a bit 
more rigid hinges. 
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fast RAM memory, | rarely 
feel like | need more. 
Possibly more memory 
when | try to edit extra 
high-resolution photos 
and 4K video, but even 
that is possible with a little 
patience for pauses while 
the SSD gets to work. 
What's missing is extra 
graphics — here it’s the 


The chassis is all aluminium with a dark grey finish and processor's integrated 
rounded edges that make it comfortable to grip. Intel Iris Xe solution that 
applies. It’s fine for most 
The keys and trackpad are pushed task, but doesn’t boost performance in 
slightly to the left to accommodate the the same way as a dedicated GPU. 
number keys on the right, but there's The built-in two-by-two watt stereo 


still plenty of room to rest 


your wrists on mostly cool 
aluminium surfaces. The keys 
have backlighting that is 
adjustable in two stages. The 
highest setting could have 
been brighter, but it does the 
job. The keys have a low stroke 
height with quality mechanics 
and a clear click feel. 


PERFORMANCE 

In terms of performance, 

it's hard to complain. The 
Core i7-1360P provides both 
high peaks and efficient 


The screen has a small bulge at the top where the 
multitasking, and together with webcam is located, making it easy to open and close. 
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speakers have clean, well-balanced 
sound that, thanks to Dolby Atmos, 
sounds better than expected. But it’s 
not all good, with a general lack of bass 
and some missing treble. It’s certainly 
good enough for an episode of a TV 
show, or a video meeting, though 

A fast and noise-free webcam with 
1080p resolution means you can look 
good too. Audio recording from the 
built-in microphone is also clear. It's a 
decent choice for video calls. 

There are no surprises when it 
comes to connections and connectivity 
— Lenovo delivers what is basically 
industry standard by 2023. Two 
Thunderbolt 4 USB-C ports, two USB 
Type-A, HDMI and a 3.5 mm audio jack. 
Wirelessly, you get Wi-Fi 6E connectivity 
with stable reception and Bluetooth 5.1. 


DISPLAY 

But powering a 60 Hz 
display with 2D graphics 
isn't that demanding, 
even a higher resolution 
one like this. The screen 
has a nice glow in the 
colours, and matches the 
sRGB gamut with good 
colour accuracy. But no 
more, it lands at around 
65 percent of the DCI-P3 


a reason to look for alternatives if you 
want the computer for professional 
creative work. 

For all other purposes, however, it is 
very good. It has a calm and pleasantly 
flicker-free image and brightness that 
allows me to work outdoors on it - as 
long as there is no sunlight directly on 
the screen or the background reflects 
anything too bright. At 100 percent 
brightness, black surfaces are somewhat 
pale, but you only need that much light 
in outdoor environments. The glossy 
finish is relatively gentle on reflections. 

You get HDR on the screen with 
Dolby Vision support, but given the 
underwhelming colour accuracy and a 
maximum brightness of 400 nits, you 
don't really get the same effect as a 
smart TV or a good tablet. It's best for 


standard. This may be 


The stylus can be charged via one of the Lenovo's USB-A ports. 
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viewing web pages, 
documents, office 
applications and 
playing SDR video. 
In those scenarios, 
it’s brilliant. 

You control 
navigation easily 
using with the 
touchpad, but also 
with your finger or a 
pen on the screen. 
Precision is never 
lacking, and the pen 
lets you scribble notes, do handwriting 
and draw with great results. The pen 
is as solidly built as the rest of the 
computer, with a well-balanced weight 
and comfortable grip. 

It's powered by a standard slim AAA- 
type battery. So it lasts much longer 
than rechargeable pens, but you'll have 
to get a refill yourself. Unfortunately, 
there is no good way to attach the pen 
to the plate. You get a bracket that 
you can thread around it and then plug 
it into one of your computer's USB-A 
ports, but it feels risky. 


BATTERY LIFE 

Lenovo pleasantly surprises with the 
battery life. The screen must be of 

a really power-efficient type, or the 
battery unusually large, because here | 


26 TECH ADVISOR - NOVEMBER 2023 


Lenovo's Vantage settings program lets you change settings such as 


how the function keys work. 


get a full day of active work with several 
hours to spare. If | push the processor to 
the max and run high screen brightness, 
it's still good for over two hours, and 
with a really frugal run, | can surf from 
early morning to late evening without 
having to recharge. 

If you want to take the charger with 
you, it’s not overly large either, and it's 
fairly quick to top up with more energy. 
You can also opt out of fast charging in 
Lenovo's Vantage settings program if 
you want to use less battery power. 

Here you also choose other things, 
such as enabling or blocking the 
webcam and microphone, how function 
keys work, and the performance and 
cooling level - from performance mode 
with a full fan, which isn’t much, to 
completely silent with limited processor 


load. You can then switch between 
the cooling modes with a keyboard 
shortcut. Mattias Inghe 


SPECIFICATIONS 

* 16-inch (2,560x1,600; 255ppi) 60Hz 
IPS display 

* Windows 11 Home 

* Intel Core i7-1360P processor 

¢ Intel Iris Xe GPU 

° 16GB RAM 

° 512GB SSD 

° 2x USB 3.2 Gen 1 Type-A 

¢ 2x USB-C/Thunderbolt 4 

° 1x HDMI 

© 1x 3.5mm audio jack 

¢ 1x SD card slot 

* 1080p webcam 

° Wi-Fi 6E 

* Bluetooth 5.1 

© 71Wh battery 

© 362x250x17mm 

* 1.9kg 
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Samsung Galaxy Tab S9 Ultra 


Price: £1,199 from |fave.co/3PfvpN 


hen Samsung introduced the 
Galaxy Tab S8 Ultra in 2022, 
it turned more than a few 


heads. The company took the humble 


Android tablet to a place it'd never 
been before, with a huge 14.6-inch 
display and powerful specs within an 
incredibly thin and light chassis. 
There are some notable 
improvements on its successor this 
year, with the processor, speakers and 
durability all improved for the Galaxy 
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tooth 


Tab S9 Ultra. But it’s still fundamentally 
the same device, meaning the same 
shortcomings remain. 


DESIGN 

Let's get one thing out of the way first: 
the Tab S9 Ultra is huge. It might not 
be immediately obvious from photos, 
but a 14.6-inch display makes it larger 
than many laptops. Among tablets, it 
feels significantly bigger than even the 
12.9-inch iPad Pro. 


Despite an impressively slim (and 
consistent) bezel, that makes it a 
challenge to hold. It feels like you have 
a giant monitor in your hands — which 
you do, essentially. 

The only difference is that Samsung 
has managed to cram all the necessary 
components into a chassis which 
is just 5.5mm thick —a real feat of 
engineering. However, it’s not easy to 
use. | had to adjust my grip multiple 
times to reach some content, and it 
never felt comfortable. Tasks such 
as browsing the web, scrolling social 
media and typing were all awkward 
without a cover or keyboard. 

The official Book Cover Keyboard, 
which introduces the possibility of the 
S9 Ultra being a laptop replacement, 
costs an extra £339. It also adds 644g 
onto the initial 732g (737g for 5G) 
weight, making the 
device less portable. 

| wasn’t able to 
test this with the 
S9 Ultra, though it’s 
unchanged from the $8 
Ultra version. You still 
get a great trackpad 
and decent typing 
experience, but it adds a 
lot of bulk to the device 
and detaches from the 


Plenty of more affordable 
accessories are available, including 
those without a keyboard and trackpad. 
They're also all available on the more 
compact regular Tab $9 (11.4i-inch) 
and S9 Plus (12.4-inch), which still have 
plenty in common with the Ultra. 

When it comes to design, not much 
has changed on the S9 Ultra. It’s still 
a premium blend of aluminium and 
glass, with Gorilla Glass 5 helping 
improve the screen's durability. 

The device now has an IP68 rating, 
meaning it can survive being up to 1.5m 
underwater for 30 minutes and is fully 
protected against dust. That's a big 
upgrade over the Tab S8 range, which 
had no IP rating at all. 

Aesthetically, the tablet isn’t anything 
to write home about. There is now 
at least a choice of colours (Graphite 


display too easily. 


The Tab $9 Ultra keyboard is identical to last year’s $8 Ultra. 
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You can attach it to 
some of the sides instead, 
but the magnets are even 
weaker here and it won't 
charge. While the S Pen is 
much chunkier than the $23 
Ultra phone version, | really 
wish Samsung had found a 
way to build it directly into 
the device. 


It's great to see selfie 


Samsung's three Tab $9 tablets all look very similar. cameras prioritized, but 

the S9 Ultra has included 
or Beige), but neither are particularly a notch to make room for both 
eye-catching. | personally prefer this front-facing sensors. This is totally 
minimalist design, though it won't be unnecessary ~ a slightly thicker bezel 
for everyone. would've avoided any need for this 

The design of the dual rear cameras and looked much better in the process. 

will be familiar to anyone who's used a However, it’s not a dealbreaker. 


Galaxy $23 phone, but the 
long magnetic strip below 
might not be. This is used to 
charge the included S Pen and 
pair it with the tablet, both of 
which work seamlessly. 
However, this 
implementation is still far 
from ideal. The magnets that 
attach the S Pen are relatively 
weak, meaning it can easily be 
dislodged while in a bag or 
on a table. It also creates an 
awkward wobble when placed The Tab S9 Ultra has included a notch to make room for 
face-up on the table. both front-facing sensors. 
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DISPLAY 

Samsung hasn't changed 
the core aspects of the 
Tab S9 Ultra’s Dynamic 
AMOLED 2X display, but it 
didn’t need to: this is one 
of the very best screens on 
any mobile device. 

It's a 14.6-inch, 
2,960x1,848 panel, 
adopting the boxy 16:10 
aspect ratio we now see 
on many laptops. It's a 
great panel for content 
consumption, though you will have 
to put up with black bars above and 
below the action (letterboxing) while 
watching most movies. 

As an OLED display, you get both 
deep blacks and rich, vibrant colours. 
The latter is particularly evident on 
the default ‘Vivid’ mode, but the 
more toned-down ‘Natural’ setting is 
preferable in some situations. 

Whichever you choose, that high 
resolution (between 1440p and 4K) 
ensures a superb level of detail. Text 
and images look clear and crisp across 
all the apps and menus | used, many 
third-party options, both in light and 
dark mode. It’s a very versatile display. 

During multitasking, the 120Hz 
refresh rate comes into its own. Using 
two or more apps side-by-side feels very 


Using two or more apps side-by-side is fluid and responsive. 


fluid and responsive, whether you're 
scrolling through pages, typing on a 
document or watching a video. The 

screen is well-suited for almost every 
tablet task you can think of. 

However, it’s not a great choice for 
outdoor usage. The measured 355 nits 
of peak brightness (though Samsung 
quotes 930 nits) is plenty for indoors, 
but visibility is significantly affected by 
reflections outside. It's a better choice 
for a plane or train. 

Within the display is a fingerprint 
scanner, with Samsung continuing with 
its ultrasonic sensor rather than the 
more popular optical version. | found it 
to be a little temperamental, particularly 
when switching between landscape and 
portrait orientation. It unlocks most of 
the time, but not always on the first try. 
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While the Tab S9 Ultra’s display is 
a touchscreen, it also supports stylus 
input via the included S Pen. A response 
time of just 2.8ms means there's no 
noticeable delay before your note or 
doodle shows up on screen. 

Samsung hasn’t made any changes 
to its design, so it still looks and 
functions much like a ballpoint pen. The 
only real difference is the single physical 
button on the side, which can be used 
for a variety of different functions 
(known as ‘Air actions’) depending on 
the app you're using. 

For me, the only thing missing is that 
the top of the S Pen doesn’t double as 
an eraser. But even if you only use the 
stylus occasionally, it's a great accessory 
to have around. 

When it comes to audio, the quad 


The touchscreen display supports stylus input via the included S Pen 
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stereo speakers certainly add to the 
experience. They bring a depth and 
warmth to the sound that you don’t 
often get on tablets. Expect plenty of 
volume, and even a nice hit of bass. 


PERFORMANCE 

As you might expect, the Tab $9 Ultra 
delivers top-tier performance. In fact, 
it's more powerful than all non-Samsung 
Android tablets out there. 

That's because it uses the 
Snapdragon 8 Gen 2 for Galaxy chipset, 
an overclocked version of Qualcomm’s 
latest and greatest that’s only available 
Tab S9 tablets and Galaxy S23 phones 
(at the time of writing). It boosts CPU 
speeds from 3.2GHz to 3.36GHz and 
GPU speeds from 680MHz to 719MHz. 

Will you notice a difference, even 
compared to the 
8 Gen 1 powering 
the Tab S8 Ultra? 
Probably not. 

But that slight 
performance boost 
means the S9 

Ultra is even more 
future-proofed than 
before. That's more 
important on a 
tablet, where you'll 
want to keep it for 
at least a few years. 


As for the 
performance right 
now, it's simply superb. 
Alongside a whopping 
16GB of RAM on the 
model | tested (but 
still 12GB on cheaper 
versions), it breezes 
through almost every 
conceivable task with 
ease. That includes tasks 
such as web browsing, 
email, social media and 
watching videos. Even 
with two or more of these 
combined in split-screen multitasking, 
there's no slowdown whatsoever. 

Expect similarly strong performance 
in mobile gaming, where titles such as 
Call of Duty: Mobile, PUBG Mobile and 
Asphalt 9: Legends all run smoothly 
and lag-free. | don’t believe there's a 
single app in the Google Play Store that 
could push the Tab S9 Ultra close to its 
performance limits. 

On the Android side, no tablet can 
beat the S9 Ultra when it comes to 
performance. But even Apple's M1 iPad 
Pro from 2021 has a clear upper hand, 
at least according to the benchmarks. 


Geekbench 5 (multi-core) 
Samsung Galaxy Tab S9 Ultra: 5,095 
Samsung Galaxy Tab $8 Ultra: 3,396 


On the Android side, no tablet can beat the S9 Ultra when it 
comes to performance. 


Apple iPad Pro 12.9-inch (2021): 7,285 
Google Pixel Tablet: 2,979 
OnePlus Pad: 3,168 


GFXBench Manhattan 3.1 
Samsung Galaxy Tab S9 Ultra: 93fps 
Samsung Galaxy Tab $8 Ultra: 5éfps 
Apple iPad Pro 12.9-inch (2021): 94fps 
Google Pixel Tablet: 57fps 

OnePlus Pad: 50fps 


Battery life 

Samsung Galaxy Tab $9 Ultra: 7 hours, 
53 minutes 

Samsung Galaxy Tab $8 Ultra: 6 hours, 
49 minutes 

Google Pixel Tablet: 14 hours, 19 
minutes 

OnePlus Pad: 10 hours, 43 minutes 
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Charge in 30 minutes 

Samsung Galaxy Tab S9 Ultra: 13% 
Samsung Galaxy Tab $8 Ultra: 29% 
Apple iPad Pro 12.9-inch (2021): 18% 
Google Pixel Tablet: 21% 

OnePlus Pad: 18% 


The Tab S9 Ultra also introduces a 
new storage option: 1TB. It's nice to 
have, but only necessary if you store 
lots of files locally or plan to use it as a 
laptop replacement. Even on 256- and 
512GB models, you can use a microSD 
card to expand it up to 1TB. 

Wi-Fi 6E is available on all models, 
but the situation is more complicated 
on 5G cellular connectivity. An optional 
model is available in the UK and Europe, 
even if you'll need to pay extra for 
your own contract. But it’s completely 
missing in the US, and there's no 4G as 
an alternative either. 


PHOTOGRAPHY 
While a tablet should never 
be your main photography 
device, the cameras on 
the Galaxy S9 Ultra are 
surprisingly important. 
There are four lenses 
in total, equally split 
between the front and 
back of the device. A 
13Mp main rear sensor is 
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unchanged compared to the $8 Ultra, 
so it continues to deliver solid but 
unremarkable shots. Image quality is 
roughly on par with a mid-range phone, 
offering a decent level of detail and 
vibrant colours. 

The ultrawide next to it is now 8Mp 
(up from 6Mp), meaning the drop-off 
in quality isn't as noticeable. Dynamic 
range and exposure both suffer slightly, 
but it's a nice alternative when you 
want to fit more in the frame. 

As annoying as the notch is, 
Samsung has put that space on the 
front to good use. The regular and 
ultrawide sensors are both 12Mp, 
meaning both offer clear and crisp 
selfies with plenty of detail. 

But the front-facing cameras come 
into their own for video, whether it’s 
on your own or as part of a group. 
Both can capture footage at up to 


The cameras on the S9 Ultra are surprisingly important. 


Our first 
two test 
shots were 
taken with 
the regular 
camera... 


..and the 
ultrawide 
lens. 
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can see in 
these two 
examples, 
image 
quality is 
roughly on 
par with a 
mid-range 
phone, 
offering a 
decent level 
of detail 
and vibrant 
colours. 


36 TECH ADVISOR - NOVEMBER 2023 


We'll finish 
off our test 
shots with 
a selfie... 


..and an 
ultrawide 
selfie, 
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4K 30fps, which is far superior to any 
built-in laptop webcam. Alongside 
three crystal-clear microphones which 
do a good job of filtering out most 
background noise, the S9 Ultra is an 
excellent device for video calling. 


BATTERY LIFE 

On paper, the Tab S9 Ultra has a battery 
that's plenty big enough. Its 11,200mAh 
capacity is larger than almost all 
Android tablets, even if there’s no 
change compared to the $8 Ultra. 

However, the huge display and 
flagship-level performance place a lot 
of demands on the battery. Assuming 
you don’t want to turn on power-saving 
mode or reduce screen refresh rate, 
battery life is only average. 

If you plan on using the S9 Ultra 
to get work done, don't expect a full 
day of usage on a single charge. With 
brightness set to a fairly typical 200 
nits, | recorded a time of 7 hours and 53 
minutes in PCMark’s battery test, which 
simulates a range of real-world tasks. 

It also roughly aligns with my 
experience, so means you'll want to 
stay within reach of a power source 
as the day comes to an end. If you 
only plan on using the tablet in the 
evening, you'll be able to get two or 
even three days of usage. But | was 
hoping for better battery life from such 
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an expensive device. 

The S9 Ultra charges via USB-C 
at up to 45 watts, but there's no 
charger in the box. Using a 65-watt 
Samsung laptop charger | had to hand, 
it reached 13 percent in 30 minutes 
and 26 percent after an hour. But a 
full charge took over four hours, and 
there's no wireless charging. 


SOFTWARE 

Software is the biggest weakness of the 
Tab $9 Ultra, but it’s not for the want of 
trying. Out of the box, the tablet runs 
Samsung's One UI 5.1 skin over Android 
13. While designed for smartphones, 
there are a few tweaks that allow it to 
run better on the big screen. 

Swiping down from anywhere at 
the top of the screen reveals a larger 
notification shade, offering full access 
to quick settings. A dock appears each 
time you open an app, making it easier 
to navigate or begin multitasking. 

Then there’s DeX mode, Samsung's 
optional mode for a desktop-like 
experience. It works best with a 
keyboard and trackpad or mouse, but 
still responds to touch. You can use 
it directly on the S9 Ultra, or connect 
(wirelessly or via a cable) to an external 
monitor or your TV. 

DeX feels much more like a laptop 
than the regular tablet interface, and 


Out of the box, the Tab $9 Ultra runs Samsung's One UI 5.1 
skin over Android 13. 


it runs all Samsung and Google apps 
very smoothly. But third-party options 
are much more hit-and-miss, with 
many simply larger versions of the 
smartphone app. Some apps refuse to 
open at all in DeX mode. 

Compared to a Windows or macOS 
laptop, DeX doesn’t utilise the space 
available nearly as well, so things 
can quickly become cluttered. It's a 
useful option if you're happy with web 
browsing and basic mobile apps, but 
that won't apply to many people. 

As a pure tablet, the S9 Ultra is 
much more impressive. Its multitasking 
features are excellent, while optimised 
apps are a joy to use. Dedicated tablet 
apps simply aren't a priority for many 
third-party developers, but Samsung is 


making the most of the 
software available to it. 
The company is also 
generous with software 
updates. You'll get four 
major new versions of 
Android, taking you up 
to a potential Android 
17. Security updates will 
then continue until 2028. 


VERDICT 

The Tab S9 Ultra is 

a tablet on steroids, 
blowing all other 
Android slates out of the water. This 
14.6-inch behemoth feels almost 
impossibly thin and light, especially 
considering the top-tier performance 
and sizeable battery housed within. 

Its display is simply superb, when 
it's plenty powerful enough to run any 
Android app you can think of. 

But therein lies the problem. 
Despite some tablet-specific tweaks 
and DeX mode, the lack of dedicated 
tablet apps and desktop-level 
software still holds it back. 

And at this price, being a great 
content consumption device simply isn’t 
enough for most people. Unless you can 
see yourself using the S9 Ultra instead 
of a laptop, there are better options 
elsewhere. Anyron Copeman 
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SPECIFICATIONS 

° 14.6-inch (2,960x1,848; 239ppi) 
Dynamic AMOLED 2X, 120Hz, 
HDR10+ display 

¢ Android 13, One UI 5.1 

* Qualcomm SM8550-AC Snapdragon 8 
Gen 2 (4nm) processor 

* Octa-core (1x 3.36GHz Cortex-X3, 
2x 2.8GHz Cortex-A715, 2x 2.8GHz 
Cortex-A710, 3x 2GHz Cortex-A510) 
CPU 

¢ Adreno 740 GPU 

© microSDXC (dedicated slot) 

© 12GB/16GB RAM 

© 256GB/512GB/1TB storage 

* Two rear-facing cameras: 13Mp, f/2.0, 
26mm (wide), 1/3.4-inch, 1.0m, AF; 
8Mp, f/2.2, (ultrawide) 

* Two selfie cameras: 13Mp, f/2.0, 
26mm (wide), 1/3.4-inch, 1.0m, AF; 
8Mp, f/2.2, (ultrawide) 

¢ Wi-Fi 802.11 a/b/g/n/ac/é6e, tri-band, 
Wi-Fi Direct 

© Bluetooth 5.3, A2DP, LE 

¢ GPS, GLONASS, BDS, GALILEO 

° USB Type-C 3.2, magnetic connector 

¢ Fingerprint scanner (under display, 
optical) 

© Non-removable 11,200mAh lithium- 
polymer battery 

© 326.4x208.6x5.5mm 

* 732g 
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Fairphone 5 


Price: £649 from ffave.co/3Lp3KbR 


he Fairphone 5 is not supposed 

to be a powerful, spec-heavy 

smartphone, so it isn’t. It’s not 
supposed to have cameras better than 
the iPhone 14 Pro or Google Pixel 7, so 
it doesn’t. Its design isn’t supposed to 
wow you, so it probably won't. 

Instead, Fairphone has set out to 
make a smartphone that will get eight 
years of software support, possibly 10. 

And it knows not all the components 
in the phone will last that long, so 
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many of them are user repairable 

or replaceable, with the company 
promising to stock key parts for it for 
several years. 

It's impossible for me to test these 
promises right now, and the longevity 
of the phone relies on the company still 
existing in 2033. But Fairphone has a 
good track record so far, and its latest 
phone is impressive in what it sets out 
to achieve. Importantly, Fairphone is 
a small company proving that other 


smartphone manufacturers could 

offer longer software support, while 
questioning the environmental ethics 
of phones whose components will only 
last two or three years. 

It also says it fairly sources all the 
phone's components, and fairly treats 
the workers at every stage of the 
supply chain right to its own factories, 
going above and beyond what other 
phone companies do. Buying a 
Fairphone, the company implores, is a 
vote for a fairer smartphone industry. 


DESIGN 
The Fairphone 5 looks very much like 
the Fairphone 4 but there are several 
changes. The design is plain, with a 
thick-feeling 9.6mm body and curved 
edges and corners. My sample is the 
excellent transparent version that lets 
you see through the 
removable plate to the 
removable battery and 
thoughtfully presented 
modular design 
underneath. 

There are plainer, 
opaque black or blue 
models too or you can 
even buy all three and 
swap them over like you 
did with your old-school 
Nokia in 2002. 


It's fairly heavy at 212g and is 
only IP55 rated for dust and water 
resistance, so basically don't get it wet. 
It's understandable when the phone 
is designed to be taken apart and put 
back together by the owner. 

The phone comes in recyclable 
packaging but with no charging cable 
or brick, or a screwdriver. You can buy 
the latter separately to take the phone 
apart. The battery comes out on its 
own but otherwise there are tiny screws 
that need to be removed in order 
to replace parts such as the display, 
cameras, earpiece, USB-C port, and 
loudspeaker, all of which are available 
to buy direct from Fairphone. 

| took the phone apart with ease 
and had no trouble putting it all back 
together. It’s much easier than the Nokia 
G22, which requires you disassemble 


The transparent version lets you see through the removable 
plate to the removable battery. 
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half the phone before getting to the 

battery, which needs cables detaching. 

The Fairphone is much simpler to repair. 
Even before you've repaired 

anything, the phone comes with a 

five-year warranty. Fairphone walks 

the walk, here. 


DISPLAY 

This is the first Fairphone with an OLED 
display. It's bright and sharp with a 
2,700x1,224 resolution, as well as a 
90Hz refresh rate for a smoother look to 
apps and text scrolling by. 

It's a decent display, but it’s not the 
highest quality panel out there at this 
price. The Google Pixel 7 has a better 
one at £599. 


The OLED display is bright and sharp. 
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Despite this | was pleased to find 
a ton of customizable options in the 
settings including three colour mode 
toggles and a custom one, a blue light 
filter, and a reading mode that gives the 
display a paper-like sheen for longer 
reading sessions. 

In the settings it’s labelled 
‘NXTVISION’ that backs up the theory 
that the Fairphone 5 is manufactured 
by TCL. Nxtvision is TCL’s display tech 
that's designed to reduce eye strain 
and can be found in its own new 40 
Nxtpaper phones. | found it annoying 
the top left corner of the display cuts 
so close to the time, but otherwise the 
phone has a big bright, replaceable 
display. No dealbreakers. 


PERFORMANCE 
The Fairphone 5 uses the 
Qualcomm Snapdragon QCM6490 
chipset. That's not a commonly 
used one in smartphones. 
Fairphone says the decision to 
choose it is “unique”, and it's a 
chip more commonly found in 
enterprise-grade hardware. The 
company thinks it is better suited 
to receiving eight years of software 
updates. It also supports 5G. 

The problem is the performance 
right now is not that great, and 
| found that disappointing. The 


phone often lags and stutters, 
and is a pain to use even for 
basic communication. 

I've asked Fairphone if it 
will improve, but I’m inclined 
to believe that if the software 
is supported in eight years, the 
hardware will be on its knees if 
this is how it performs new. It's 
a shame. 


The cameras here are good but nothing special. 


Geekbench 5 (multi-core) 
Fairphone 5: 2,892 

Fairphone 4: 1,844 

Honor 90: 3,013 

Google Pixel 7a: 2,720 
Samsung Galaxy A54: 2,852 
Nothing Phone (1): 2,722 


GFX Manhattan 3.1 
Fairphone 5: 49fps 
Fairphone 4: 29fps 

Honor 90: 48fps. 

Google Pixel 7a: 62fps 
Samsung Galaxy A54: 46fps 
Nothing Phone (1): 56fps 


Battery life 

Fairphone 5: 9 hours, 42 minutes 
Honor 90: 9 hours, 9 minutes 

Google Pixel 7a: 10 hours, 49 minutes 
Samsung Galaxy A54: 10 hours, 57 
minutes 

Nothing Phone (1): 7 hours, 33 minutes 


Charge in 30 minutes 
Fairphone 5: 29% 
Fairphone 4: 41% 

Honor 90: 70% 

Google Pixel 7a: 38% 
Samsung Galaxy A54: 31% 
Nothing Phone (1): 67% 


You also get dual-SIM (one physical, 
one eSIM), NFC, Wi-Fi 6E and Bluetooth 
5.2 LE. No headphone jack in sight. 


PHOTOGRAPHY 

The cameras here are good but nothing 
special. Fairphone has notably used 
three SOMp sensors for the main, 
ultrawide, and selfie cameras, though 
they are all different hardware. 

The main uses the Sony IMX800 and 
produces crisp, pleasing shots in good 
lighting at the standard 12.5Mp output. 
Optical image stabilization (OIS) is 
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Here's a 
selection 
of photos 
taken 
with the 
Fairphone 
5's main 
lens. 
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This series 
of shots 
were taken 
using the 
phone's 
zoom lens. 


NINETY1 
IHHUNDRED1 
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We'll finish off with a selfie. 


welcome. It's a perfectly good camera, 
though at this price lacks the detail and 
processing quality of the Pixel 7, or even 
the cheaper Pixel 7a. You can also shoot 
in SOMp but the stabilization is worse. 

Ultrawide shots are acceptable but 
lose detail and quality quite drastically 
at the edges of shots and in low light. 

The selfie shooter is perfectly good 
for group snaps and video calls though 
did make me look a little washed out 
and grey (insert aging joke here). 


BATTERY LIFE 
Having a replaceable battery in the 
Fairphone 5 brings me back to the good 
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old days of my Nokia 3310, or even 
phones from 2015 like the LG G4 that 
had batteries you could take out of the 
phone with no tools needed. 

Fairphone sells spare batteries for 
£35.95, so you could get an extra one 
and keep it charged for emergency 
swap out or days away from the plug. 

Unfortunately, battery life is not 
amazing here — the phone lasted me 
a full day with moderate to heavy use, 
but it’s running on fumes by bedtime. 
For such a relatively underpowered 
phone | would have hoped for better, 
but 4,200mAh is smaller than the 
increasingly common 5,000mAh in 
mid-tier Android phones - a trade- 
off for repairability you might be 
willing to make. 

The phone charged agonisingly 
slowly with my 30-watt USB-C charger, 
only reaching 29 percent in half an hour. 
There's no wireless charging. 


The Fairphone doesn't offer wireless charging. 
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SOFTWARE 

Fairphone is promising five Android 
platform updates and at least eight 
years of security updates. This is roughly 
the same number of OS updates 

as Apple gives most iPhones, and 
longer security support than any other 
smartphone manufacturer. 

It's a true differentiator and it's 
commendable if Fairphone can pull it 
off. At launch, the company even said 
it hoped to extend those eight years 
to 10. If the Fairphone 5 gets its last 
security patch in 2031, that would be 
very impressive. 

| hesitate at the usefulness of such 
longevity when | found the hardware 
already a little creaky. Will Android 
still run acceptably on this phone 
in a decade? But | can’t knock the 
commitment. It goes to show other 
companies with infinitely more resource 
could be supporting phones far long, 
but they choose not to because 
they want to sell you a new 
phone every three or so years. 

The Fairphone has a clean, 
stock Android look and feel 
with zero bloatware. It uses 
Google apps for everything, 
and there's one Fairphone 
app where you can log in to 
your account and access your 
warranty and other features. 


==] The phone has 
a clean, stock 
Android look. 


There's also a great desktop mode 
you can enable in settings — just plug 
the phone into a USB-C monitor along 
with keyboard and mouse and you can 
use a full Windows-style set-up. More 
mid-range phones should offer this. 


VERDICT 
If you can put to one side that the 
Fairphone 5 is a middling smartphone 
as far as market comparisons go, then 
you're halfway there. It's a product that 
proves other phone manufacturers 
should offer longer software support 
and encourage you to not upgrade. 
Apple can say the iPhone 14 is 
more repairable than older iPhones, 
but it's laughable compared to the true 
repairability of the Fairphone 5S. It's so 
easy to remove and replace parts, and 
all you need is a £5 screwdriver. 


My reservation is the underpowered 
processor, and I'm not convinced the 
phone will perform well in four or five 
years, yet alone eight to ten 

But all things considered this is 
a solid phone that you should buy 
because you believe in the cause, 
not because you want the most 
powerful phone for the money. In 
this way, the Fairphone 5 is a great 
success. Henry Burrell 


SPECIFICATIONS 

* 6.46-inch (2,700x1,224; 459ppi) OLED, 
90Hz display 

* Android 13, planned upgrade to 
Android 14 

* Qualcomm QCM6490 (6nm) processor 

* Octa-core (1x 2.7GHz Cortex-A78, 
3x 2.2GHz Cortex-A78, 4x 1.9GHz 
Cortex-A55) CPU 
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¢ Adreno 643L GPU 

* microSDXC slot 

° 8GB RAM 

© 256GB storage 

* Two rear-facing cameras: 50Mp, f/1.9, 
(wide), 1/1.56-inch, 1.0um, PDAF, OIS; 
50Mp, f/2.2, (ultrawide), 1/2.51-inch, 
0.7m, PDAF; TOF 3D, (depth) 

* Selfie camera: 50Mp, f/2.5, (wide), 
1/2.76-inch, 0.74um 

* Stereo speakers 

© Wi-Fi 802.11 a/b/g/n/ac/6, dual-band, 
Wi-Fi Direct 

© Bluetooth 5.2, A2DP, LE 

© GPS, GLONASS, GALILEO, BDS 

° NFC 

¢ USB Type-C 3.0, OTG, DisplayPort 

* Fingerprint scanner (side-mounted) 

* Non-removable 4,200mAh lithium- 
polymer battery 

© 161.6x75.8x9.6 mm 

© 212g 
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Samsung Galaxy Watch6 


Price: £289 from fave.co/3Pz1EZ| 


ven if you were following 

Samsung's Unpacked event this 

summer, it was easy to overlook 
the Galaxy Watché. 

The foldable Z Flip5 and Z Fold5 
were the headline announcements, 
with four new Tab S9 tablets not far 
behind. Even among smartwatches, the 
returning Galaxy Watché Classic and 
its physical rotating bezel hoovered up 
much of the rest of the attention. 


But despite this, the regular 
Galaxy Watché arguably has the most 
mainstream appeal of any of the new 
devices. It's a relatively affordable watch 
that's packed with premium features, 
including a few notable upgrades 
compared to its predecessor. 

That plus the fact it runs Google's 
WearOS enough for it to become the 
new default smartwatch for Android 
users, but it won't convince anyone 
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At 9mm, it’s also slightly 
slimmer than the Watch5. 
The Watché doesn’t feel big 
or bulky at all, to the extent 

& that | sometimes forgot | 
LY ¢). was wearing it. As a result, 
Oo sleeping with the watch on is 
much more comfortable than 
most other smartwatches. 

Of course, that also 
speaks to the comfort of 
The Galaxy Watché in 40mm (left) and 44mm (right) sizes. the included silicone strap. 
Its colour roughly matches 


who wasn't sure about last year’s the housing of the watch itself, which is 

Galaxy Watch5. available in Graphite (black) and Gold 
on the 40mm model or Graphite and 

DESIGN Silver on the 44mm version. 

If you put the Galaxy Watché next to last | was concerned about it 

year’s Watch5, you probably couldn't tell accumulating dust or losing its colour, 

them apart. That's a common criticism but there was no sign of either during 

of new products, but it's a good thing my testing. Plenty of other bands are 


here. Samsung is onto a winner with this available on the Samsung website, while 
slick, minimalist design, 
so there's was no need 
for a revamp. 

Despite continuing 
with a premium blend of 
stainless steel and glass, 
the Watché remains 
impressively lightweight. 
The 40mm model | 
tested is just 28.7g, while 
the 44mm version isn’t 
far behind at 33.3g. The included silicone strap is comfortable to wear. 
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leaving the more eye- 
catching design to the 
Watché Classic. But it retains 
two physical buttons on 

the right side - ‘Home’ and 
‘Back’ — both of which can 
be remapped in Settings. 


DISPLAY 
Impressively, Samsung 

2 has managed to include 
You'll find two physical buttons on the right side. larger OLED displays on 


the Watché compared to 
the standard 20mm size means it will the Watch5 without any changes to the 
support many third-party options. overall casing sizes. 

The Watché certainly isn't a rugged A slimming of bezels means you now 
smartwatch, but it is still durable. The get a 1.3-inch touchscreen on the 40mm 
steel casing feels tough and robust, model and 1.5-inch on the 44mm. The 
while you also get military-grade MIL- resolution of both is also now higher, at 
STD-810G compliance (albeit without 432x432 and 480x480 respectively. 
any guarantees). Will either of these changes 

An IP68 rating means it can make a noticeable difference to 


withstand up to 1.5m of 
fresh water for up to 30 
minutes at a time and is 
fully protected against 
dust. Alongside a SATM 
rating (can withstand 
pressures up to 50m 
underwater), it’s a great 
choice for swimming. 
Samsung has gone 
for a very minimalist 
aesthetic on the Watch6, The Watché’s lock screen. 
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your experience? Probably not. But 
they're nice refinements that ensure the 
Watché has one of the best displays on 
any smartwatch. 

Continuing with OLED means 
you get rich, vibrant colours and 
deep blacks. The latter is particularly 
impressive on the Watché, with 
Samsung basing its One UI Watch 
software around a black background. 

It also offers plenty of detail, with 
even small text clearly visible to me 
without needing to hold my wrist up 
to eye level. That was the case even 
in direct sunlight, with the Watch able 
to get impressively bright - Samsung 
claims up to 200 nits. 

The edge of the display is touch- 
sensitive, enabling a digital version of 
the Watché Classic's rotating physical 
bezel. But | found it slower and less 
intuitive than simply swiping, except 


The mic was able to clearly understand everything | was saying. 
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when moving to the end of the tiles 
summary screens. 

However, unlike on the Galaxy 
Watch5, it doesn’t feel like a useless 
feature. The Watché’s larger screen and 
slimmer bezel means it takes up even 
less space, while using it rarely obscures 
important on-screen content. With fast 
response time and very good haptic 
feedback, you can be quite precise with 
your movements. 

Audio isn't a priority on 
smartwatches at all, but it’s surprisingly 
good on the Watché. A built-in speaker 
delivers clear sound for notifications and 
voice-based content (including optional 
spoken stats during a workout), even if 
bass is almost non-existent. 

Meanwhile, the mic was able to 
clearly understand everything | was 
saying, without needing to hold the 
watch to my mouth. While | wouldn’t 
recommend it for the 
built-in Bixby voice 
assistant, it's good 
for calls and dictating 
messages. 


SOFTWARE 

The Galaxy Watché runs 
WearOS 4, the latest 
version of Google's 
wearable software at 
the time of launch in 


August 2023. Samsung 
has added various 
tweaks of its own, 
known collectively here 
as One UI Watch5, 
but will continue 
supporting the watch 
with updates until 2027. 
While clearly 
designed to work best 
with other Samsung 
devices, the Watché 
works smoothly with 
any Android phone 
running Android 10 or 
later. Intuitive software is crucial on 


a small watch display, and Samsung 
and Google have combined to 
emphatically deliver it. 

Everything feels like it has a clear 
place, so there's no rummaging through 
menus to find apps or settings you 
regularly use. A simple right swipe 
shows notifications, while left reveals a 
range of customizable live tiles. Swipe 
down for your quick settings (including 
do not disturb, bedtime and theatre 
modes) or up for a scrollable list of apps 
~ it really is that simple. 

Talking of apps, there are a few 
third-party options available via the 
WearOS version of the Google Play 
Store. WhatsApp is the big recent 
addition, joining the likes of Spotify, 


Intuitive software is crucial on a small watch display, and 
Samsung and Google have combined to emphatically deliver it. 


Calm, Todoist and SoundCloud in being 
natively supported. The selection is 
quite limited, but you can still receive all 
phone notifications to your wrist. 

While it’s frustrating that Samsung's 
own stock apps can’t be uninstalled, all 
Google versions are also available to 
download. That includes Google Wallet 
for mobile payments and the Google 
Assistant — no need to suffer with Bixby! 

Google Maps is one that's pre- 
installed, making it easy to get turn-by- 
turn directions while walking, cycling 
or driving. Built-in GPS makes it easy 
to track where you're going, but you'll 
need your phone paired and connected 
to the Internet to start navigation. 

For fitness, Samsung Health offers 
everything most people will need. 
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You can access these using the watch 
app itself, but it's easier to go via 

the live tiles. Daily activity, workout 
shortcuts and a summary of other 
metrics are the first things you see 
here, alongside the likes of sleep and 
body composition data. 

Some of this can be shown directly 
on the watch face by swapping out 
the default option for something more 
complex. This can be done via the 
Galaxy Wearable companion app, 
which is pre-installed on Samsung 
phones but requires a separate 
download and extra plug-ins to get it 
working on other Android handsets. 

All your watch settings are 
available here, but almost all health 


You can also access your Watché's settings on your phone. 
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and fitness data is shown in the 
separate Samsung Health app. It 
offers a lot more detail than you'll find 
on the watch itself, and is useful for 
monitoring trends over time. 

However, a third app is required for 
two key features that are exclusive to 
Samsung phones: taking blood pressure 
and an electrocardiogram (ECG). You'll 
need Samsung Health Monitor for them, 
but it’s only available via the company’s 
own Galaxy Store, which isn’t accessible 
on other Android phones. 

It’s disappointing to see Samsung 
limiting features in this way, but they 
aren't exactly seamless anyway. For the 
ECG, you must be wearing the watch for 
at least 10 minutes, then move it higher 
‘on your wrist and rest your 
index finger on the home 
button for 30 seconds. 

For blood pressure, you 
need to calibrate the watch 
three times using any cuff- 
based monitor (that you 
need to buy separately), then 
recalibrate every 28 days to 
ensure accuracy. Out the box 
functionality this is not. 

Even then, the results you 
get aren't going to be as 
reliable as using approved 
medical equipment. But 
with irregular heart rhythm 


The Galaxy Watché excels when it comes to fitness tracking. 


notifications, phone separation alerts 
and the camera controller app also 
exclusive to Samsung phones, you're 
certainly not getting the full experience 
with a different handset. 


FITNESS & TRACKING 

The Galaxy Watché truly excels when 
it comes to fitness tracking. More than 
90 different workouts are supported, 
and you can even create your own for 
anything that's missing. 

A few key metrics are recorded 
regardless of the exercise you choose: 
total duration, full heart rate data 
(including how long you spent in each 
zone), and an estimate of calories 
burned. Distance covered will also be 
shown where relevant, plus location 
data if the built-in GPS is enabled. 


But in terms of 
sheer data, running is 
undoubtedly the most 
impressive workout on 
the Watché. Alongside 
all the information 
above, you get an 
overview of pace, 
cadence (the number 
of steps per minute), 
elevation change, VO2 
max (maximum rate of 
oxygen consumption), 
estimated sweat loss and 
various other advanced metric. It really 
feels like this could make a difference to 
the way | run over time. 

| also really enjoyed using it for 
swimming, where there’s specific data 
on type and total number of strokes 
and an overall SWOLF score (a rating 
that measures swimming efficiency). 
Rather than the usual right swipe to end 
a workout, you hold down the physical 
Home button instead, at which point it'll 
automatically expel water. 

No unique data was provided for 
my two-hour tennis session, but it still 
recorded flawlessly and showed in- 
depth heart rate information. 

Walking stats are also fairly basic, 
but it's one of seven workouts that can 
be tracked automatically (alongside 
running, cycling, elliptical trainer, rowing 
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Your steps are counted 
Running < Running < S < automatically. 

Stress, body 
composition and blood 


oxygen can also all 


be measured, with 
the latter and skin 


temperature optional 
metrics while sleeping. 
If you don’t mind 
wearing the watch 

at night, plenty of 
information is available. 


In the Samsung 


In terms of sheer data, running is undoubtedly the most Health app, total sleep 
impressive workout on the Watché. time, sleep cycles (and 

stages), wakefulness 
machine, swimming and dynamic and estimates of physical and mental 
workout). It took around 10 minutes to recovery are combined to provide an 
trigger in my experience, but provided overall ‘Sleep score’. If you keep your 
all the usual data and ended promptly phone beside you, you can even record 
after | sat down snoring during the night. 


Tracking for all the 


workouts relies on 
continuous heart rate 
monitoring, which was 
prone to some erratic 
moments but generally 
seemed reliable. It's 
set to measure every 
10 minutes while still, 
though you can set it 


trigger continuously or 


only when you choose Body composition and blood oxygen can also all be measured. 
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90 


Total sleep time, sleep cycles (and stages), wakefulness and 
estimates of physical and mental recovery are combined to 


provide an overall ‘Sleep score’. 


It's not clear how accurate all 
this data is, but it seems to roughly 
match how | felt. Monitoring sleep 
over time can help you identify trends 
and become more consistent — you'll 
even be assigned a ‘Sleep animal’ and 
offered coaching after seven days. 


PERFORMANCE 

Both the 40mm and 44mm Galaxy 
Watché are available in two different 
versions. | tested one with just 
Bluetooth, which relies on your phone 
for an internet connection. But adding 
4G LTE (via eSIM) means it can operate 
completely independently, and you 


32.6 - 35.6 


can often leave your 
phone at home. 

All versions of the 
Watché are powered by 
Samsung's own Exynos 
W930 chipset, a slight 
upgrade on the W920 
found in the previous 
two generations 
Alongside 2GB of RAM 
(up from 1.5GB), it 
delivers solid all-round 
performance. 

It won't blow you 
away, but swiping 
between screens 
and tapping buttons 
generally feels smooth 
and responsive. There’s sometimes 
slight hesitation when opening an app, 
though waiting for a second or two is 
hardly an issue 

Samsung has also doubled the 
internal storage on the Watché - it's 
now 16GB. Given the apps here are 
much smaller than on phones, you'll 
need to download a ton of music to get 


even close to capacity. 


BATTERY LIFE 

Battery life is undoubtedly the most 
disappointing aspect of the Galaxy 
Watché. The same was true of its 
predecessor, but | was hoping the larger 
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None of these activities 
should deplete the battery 
life so quickly. 

You might just about 
make it to the end of 
the day before charging, 
albeit with some degree of 
battery anxiety. But if you 
want to use it for sleep 
tracking, it'll need to be 
connected to the power 
- | found the battery 


The watch takes around 70 minutes to charge. dropped by around 30- to 
40 percent overnight. 

battery (300mAh on 40mm, 425mAh The magnetic charger included 

on 44mm) would make a difference. in the box only connects via USB-C, 

Sadly, those larger displays appear but the Watché supports Qi wireless 

to have cancelled out any potential charging up to 10 watts. It went from 0- 

improvements, and it might now be to 59 percent in half an hour, with a full 

even worse. charge taking around 70 minutes - that’s 
During my testing, the Watché barely _not bad at all, but is probably quick 

made it through a full day on a single because the battery is so small. 


charge. That was even 
with the useful always-on 
display turned off - it’s 
even worse with it on. 
That day usually 
involved tracking a walk 
and longer workout, plus 
receiving and responding 
to notifications and 
measuring heart rate 
once every 10 minutes 
throughout the day. The Watché offers a lot for your money. 
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VERDICT 

With the Galaxy Watché, Samsung has 
taken what was good about the Watch5 
and made it even better. 

You now get a larger, higher-quality 
display with slimmer bezels, improved 
performance and more internal storage. 
An array of sensors enables in-depth 
fitness and sleep tracking, all of which is 
accessible via WearOS 4 software and 
companion apps that are easy to use. 

But despite a larger battery 
capacity, actual battery life is just as bad 
on the 40mm model. Features such as 
blood pressure and ECG also remain 
exclusive to Samsung phones, so it’s 
not quite the full experience on other 
Android handsets. 

The Samsung Galaxy Watché still 
offers a lot for your money, but you 
might want to think twice before buying 
one. Anyron Copeman 


SPECIFICATIONS 

© 1.5-inch (480x480; 453ppi) Super 
AMOLED display 

e Android Wear OS 4, One UI Watch5 

¢ Exynos W930 (5nm) processor 

* Dual-core 1.4GHz Cortex-A55 CPU 

© Mali-G68 GPU 

° 2GB RAM 

© 16GB storage 

* Loudspeaker 

¢ Wi-Fi 802.11 a/b/g/n, dual-band 


© Bluetooth 5.3, A2DP, LE 

¢ GPS, GLONASS, GALILEO, BDS 

° NFC 

* USB Type-C 3.0 

* Non-removable 425mAh lithium-ion 
battery 

© 42.8x44.4x9mm 

* 33.3g (44mm); 28.7g (40mm) 
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Best 2-in-1 laptops 


Laptop or tablet? These devices do both. ANYRON COPEMAN reports 


or most people, a laptop remains 
F = best portable device for 

productivity. The physical keyboard 
is something tablets can't match, 
though the latter is a better option for 
gaming or watching videos. 

Wouldn't it be great if there was one 
device that could do all of these and 
more? Depending on your needs, there 
might just be a solution among 2-in- 

1 laptops, which have become much 
more popular in recent years. There are 
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two main form factors — a tablet with 
detachable keyboard and laptop with 

a 360-degree hinge. Both let you type 
and touch the screen, and there are 
devices running Windows, Android, iOS 
and ChromeOS these days. 

However, a word of warning: you'll 
be hard-pressed to find a device that 
excels as both a tablet and laptop. 
Some of the options in this list are also 
very expensive, so you may be able to 
buy both for the price of one 2-in-1. But 
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the convenience of having everything 

in one place shouldn't be overlooked, 
especially as these are products that can 
go everywhere with you. 

There's a range of options here, 
catering to many different price points. 
If you're interested in a particular 
product, it's worth clicking through to 
our full review of each to learn more 
about its strengths and weaknesses.. 


SHOULD | PRIORITIZE THE 
TABLET OR LAPTOP? 

In 2-in-1 devices, compromise is 
inevitable. If you need to get work 
done, you should focus on it being 

a great laptop first and foremost. 

But if content consumption or online 
shopping are most important, take a 
tablet-first approach. Which one is right 
for you depends hugely on what you 
want to do with it. Some of the devices 
in this article are even capable of more 
than two main positions, so that's also 
worth bearing in mind. 


WHAT TO CONSIDER WITH A 
LAPTOP-FIRST DESIGN 

A convertible laptop will usually have a 
non-removable screen which flips almost 
360 degrees in order to change it into 

a tablet. This style (shown below) also 
means you can use it in other ‘modes’ 
such as ‘tent’ or ‘display’. 


Lenovo's Yoga range is possibly the 
best known convertible laptop and has 
been the inspiration for many rivals. 
Microsoft Surface Book is also laptop 
first but still has a removable screen 
so is a more advanced hybrid system. 
However, 2020's Book3 was the last 
entry in that product line. It's been 
replaced by the Surface Laptop Studio, 
which has three fixed positions instead. 


WHAT TO CONSIDER WITH A 
TABLET-FIRST DESIGN 

A convertible tablet is similar to a 
regular tablet but either has a keyboard 
which attaches magnetically or a case 
which creates a laptop-like experience. 
The keyboard may connect over 
Bluetooth in some cases. 

Microsoft's Surface Pro and Go are 
the most obvious, but there are plenty 
of other Windows options these days. 
Samsung's Galaxy Tab S8 Series is 
another option, but Android still isn’t 
great for productivity. The limitations of 
iOS (or iPadOS, as it's officially known) 
also hold back the iPad Pro with Magic 
Keyboard, but it’s a credible alternative. 


WHAT SPECIFICATIONS 
SHOULD | LOOK FOR? 

Much of what you need to look for in a 
convertible laptop/tablet is the same as 
for a regular laptop and tablet. 
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You'll want to get the best 
specifications for your money including 
the latest processor, plenty of memory 
and storage and a high-quality screen. 
Make sure you read our reviews to find 
out more about each device, including 
benchmark results. 

The design, though, is going to be 
a big part of your buying decision and 
you need to choose a device which fits 
your needs best. A laptop-first design 
is likely to be bigger and heavier but is 
likely to offer longer battery life (there's 
more space for a bigger battery). 

This type should also provide a 
better typing experience and there's 
normally more physical ports, including 
USBs and video outputs. 

Although a convertible tablet might 
not have many physical ports (some 
still have full-size USB though), they are 
smaller and lighter than a hybrid laptop 
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making them great for travelling. The 
trade-off is that using it as a laptop 

is often fiddly and awkward. Look for 
one with a clever design and proper 
keys. A trackpad is also great, even on 
touchscreens, albeit not a necessity. 


1. MICROSOFT SURFACE PRO 9 
Price: £1,099 from fav co/3PfOHm1| 
The Surface Pro 9 retains its crown as 


the best 2-in-1 you can buy, but only if 
you get the Intel version. 

That adds just 12th-gen Intel 
CPUs to 2021's Surface Pro 8, but that 
device was already excellent. Solid 
performance combines with the existing 
premium design and 120Hz display for a 
great all-round experience. 

Video calling and battery life are 
other key strengths, but they're actually 
even better on the new ARM-based 
model. The SQ3 chip it uses is based on 
Qualcomm’s Snapdragon 
8cx Gen 3, but this can’t 
compete with Intel on 
performance and app 
compatibility, both of 
which still hold it back. 

5G is exclusive to 
the ARM version, but 
it's simply not worth 
taking the risk for most 
people. Poor ports and 
a high price tag remain 


regardless of the model you AY: 
choose, but the Intel version 
still provides the best all-round 
tablet experience. 

When you add the keyboard 
cover (sold separately), it 
becomes a convincing laptop 
replacement. For something 
smaller and more affordable, 
consider the Surface Go 3. 


Za 


—_ 


2. SAMSUNG GALAXY 

BOOK3 PRO 360 

Price: £1,849 from 
Samsung's laptops seem to get better 
every year, so it's no surprise to see the 
Galaxy Book3 Pro 360 so high in this 
list. As the name suggests, it combines 
the power of a Pro-level device with the 
versatility of a 360-degree hinge, and 
the results are excellent. 

Everything centres around the 
16-inch, 120Hz OLED display, which 
supports both touch and stylus input 
via the included S Pen. It’s a joy to use, 
especially when combined with solid 
Intel 13th-gen performance. It's a shame 
not to see a discrete GPU, but there's 
plenty of power here for most people. 

Despite the thin and light design, 
there's still enough space for a good 
port selection and Full HD webcam, 
although the keyboard could be 
better. You'll also have to make do 


with average battery life, but this 

is only a problem if you regularly 
spend many hours away from the 
charger. For most people, this is an 
easy laptop to recommend. If you're 
looking for a Windows 2-in-1 and 
don't want to detach the keyboard, 
this is the device to buy. 


3. APPLE 12.9-INCH iPAD PRO 
Price: £1,249 from fave.co/arcfedd 
The 2022 iPad Pro doesn't change 

much compared to the 2021 version, 


but it's the closest Apple has ever go 
to a laptop replacement. This 12.9-inch 
model is equipped with the company’s 
latest M2 chip, stretching its lead in 
terms of performance. You won't find 
any tablet as capable, although few 
apps push it even close to its potential. 
To make the most of the device, 
you'll want to pay extra for the Magic 
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Keyboard and Apple 
Pencil, but they offer 
a superb typing and 
navigation experience 
that beats even the 
Surface Pro. It's also worth 
highlighting that 120Hz 
display, which now has 
mini-LED tech for an even 
better viewing experience. 
However, the single 
biggest reason not to buy 
the iPad Pro is its software. 
iPadOS simply cannot rival macOS or 
Windows in terms of functionality. 
With a device this expensive, it's 
enough to make you think twice. 


4, LENOVO YOGA 7i 16 
Price: £900 from 
The Yoga 7i strikes a really good 
balance between premium features and 
an affordable price. It offers everything 
most people are looking for 


selection are both decent. Performance 
from a 13th-gen Intel CPU is solid, 
even if it's paired with Iris Xe integrated 
graphics rather than a dedicated GPU. 
As a result, it's best suited for general 
productivity tasks. 

Even the display, arguably the 
weakest aspect of the Yoga 7i, is very 
usable. But the 16-inch LCD panel lacks 
colour accuracy, and doesn’t get bright 


in a convertible, yet won't 
break the bank. 

Battery life is the 
standout feature, and means 
most people can use it 
for a full working day and 
have charge to spare. A 
premium design extends 
to the included stylus, 
while the webcam and port 
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enough for comfortable 
outdoor visibility. That's 
still acceptable at this 
price, though, and the 
device performs well in 
most key areas. 


5. ASUS ZENBOOK 
14 FLIP OLED (2023) 
Price: £1,549 from 
jave.co/3raLex9| 
The 14 Flip OLED’s price is 
the main thing that counts 


against it. But this premium convertible 
from Asus has a lot going for it. 

As the name suggests, that 9OHz 
OLED touchscreen is the star of the 
show, offering excellent detail and rich, 
vibrant colours. You even get a digital 
stylus included in the box, for which 
you'll want to make use of the durable 


360-degree hinge. 
Alongside a solid 
keyboard and trackpad, 
even if the virtual 
numberpad built into the 
latter is pretty pointless. 
If you can ignore several 
extra pre-installed 
Windows 11 apps and 
don’t want to use the 
built-in webcam for video 
calls, you'll be satisfied 
with the 14 Flip OLED. 


However, you'll undoubtedly find 
better value for money elsewhere. 


6. SAMSUNG 

GALAXY BOOK3 360 

Price: £1,199 from fave.co/447Mr67 
The Galaxy Book3 360 isn’t quite as 
good as the Pro version higher in this 
list, but it's also significantly more 
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affordable. It still has a lot 
going for it, too, including 
an excellent 13.3-inch OLED 
display. Unlike the Pro, it 
supports touch and the S 
Pen stylus, which is included. 
It's only 60Hz and Full HD 
(1,920x1,080) resolution, but 
neither are an issue once 
you start using it. 


Battery life is also very 
good, with the 61.1Wh cell that will 
comfortably last a full day for most 
people. A thin and light design means 
it's very portable and easy with you 
when travelling, while there’s also a 
good port selection 

Performance from Intel's 13th-gen 
CPUs is acceptable, but other laptops 
seems to be able to extract more power 
from them. There are also a lot of extra 
software apps and tools, which soon 
become annoying if you don’t own 
other Samsung devices. 

But even so, the Galaxy Book3 
360 has plenty of strengths and is 
definitely worth considering. 


7. ASUS ROG FLOW Z13 
Price: £1,899 from 
Gaming on a PC usually requires 

a permanent desktop or bulky 
laptop, but Asus has proven that 
doesn't need to be the case. 
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The ROG Flow Z13 offers incredible 
power within a thin and light design, 
with a choice between top-spec Intel 
or AMD CPUs and a discrete RTX 3050 
Ti graphics card. Performance drops 


slightly when running on battery power, 
but connecting the optional XG Mobile 
helps deliver desktop-level gaming. 

Elsewhere, the large 13.4-inch 
Mini-LED display delivers an immersive 
gaming experience. You get a choice 
between Full HD or 4K, with both 
offering a silky-smooth 120Hz refresh 
rate. A built-in kickstand and detachable 
keyboard (included in the price) makes 
the Flow Z13 impressively versatile, 
although you might be disappointed 
by the lack of ports. It'd also have been 
nice to see some better speakers too, 
but most gamers will be connecting 
headphones anyway. 

But battery life is a key weakness, 
with less than 90 minutes of AAA 


gaming on a single charge. The 
situation is much better in general use, 
but at around five hours, it's still worse 
than most rivals. 

Ultimately, the Flow Z13's high 
price tag will put people off. But it's 
an exciting first step into the world of 
gaming 2-in-1s. 


8. LENOVO YOGA BOOK 91 
Price: £2,240 from jave.co/487CjwW 
A 2-in-1 laptop is all about versatility, so 
why not get a device with two screens? 
The Yoga Book 9i proves that it can 
work, but there are a few key drawbacks 
on this first generation device. 

The dual-screen design works well 
in a variety of situations, just not when 
you're reliant on the keyboard - the 
wireless version feels cramped and 
uncomfortable to type on. With no 
physical touchpad either, the virtual 


equivalent is frustrating to use and 
prone to bugs. Performance from 
Intel's 13th-gen CPUs is solid, but 
without a discrete GPU it’s not entirely 
seamless across such a large screen 
area. However, those OLED panels are 
truly excellent, while audio is another 
key strength. With an above average 
webcam and microphones, it's also 
great for video calling. 

At this price, most people will 
be happier with one of the more 
affordable 2-in-1s in this chart. But the 
Yoga Book 9i is certainly an exciting 
vision of the future of laptops. 


9. ASUS ZENBOOK 

17 FOLD OLED 

Price: £3,599 from fave. 0/3PO9n6h| 
The Zenbook 17 Fold OLED is a truly 
extraordinary device, but it's not ready 


for the mainstream yet. A huge price 
tag is the main thing that 
counts against it, and the user 
experience is a little rough 
around the edges. 

But that's to be expected 
from a first-gen device that's 
only the second ever folding 
tablet/laptop to ever come 
to market. The Zenbook 17 
Fold’s hinge is impressively 
durable, and it enables a 
range of different form factors 
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that simply aren’t possible on the other 
devices in this list. 

You can use it as a huge 17.3- 
inch tablet, use the built-in kickstand 
for hands-free use or fold it in half 
for a unique scrolling experience. 
Then there's the dedicated keyboard 
accessory, which can create a desktop 


replacement or attach over half the 
screen to create a convincing 12.5in 
laptop experience. 

With great battery life anda 
super audio experience, Asus is onto 
something good with the Zenbook 17 
Fold OLED. But it won't tempt many 
people to ditch their traditional laptop 
or 2-in-1 yet. 


72 TECH ADVISOR - NOVEMBER 2023 


50 programs that fix 
Windows problems 
with just a few clicks 


All you need is the right software to fix common Windows headaches. 
Here are 50 ultra-handy tools. PETER STELZEL-MORAWIETZ reports 


© matter how much experience Take Windows 11, for example: 
N you have with Microsoft's When Microsoft introduced it 

Windows, it can still be with extremely strict system 
improved by turning to software and requirements in autumn 2021, it was 
tools that can make the operating only a matter of time before those 
system that much better. barriers could be circumvented. 
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In order to install the new operating 
system on older PCs, the registry first 
had to be changed manually. Later, 
this could be simplified with a batch 
file, and now even that is superfluous 
thanks to Rufus fave co/3euxxoh, a 
small tool for creating bootable USB 
sticks. Now, with just a few additional 
mouse clicks, you can run Windows 11 
on almost any computer. 

Let's start this look at helpful, dead 
simple Windows software with that very 
program, before diving deeper into 
several different categories. 


1. WINDOWS INSTALLATION, 
UPDATES, AND HELP TOOLS 
DURING BOOTING 
Download the installation file for 
Windows 11 from Microsoft (fave 
via the option ‘Download 
a Windows 11 disk image (ISO)’. 

Now insert a flash drive with at 
least 8GB of storage space into the 
computer. Start Rufus, click on ‘Select’ 
on the interface, select the Windows 
11 ISO file, and then click ‘Start’. The 
‘Customize installation’ dialog then 


appears, giving you an option to avoid 

Windows 11’s obligation to set up 

an online account. Follow the set-up 

process until Windows 11 is installed. 
This Rufus-loaded flash drive will 

not only reinstall Windows 11 on any 
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PC, but also upgrade any Windows 10 
installation via the setup.exe file. 

If you want to move an older 
Windows 10 system 1:1 to a new PC, 
we recommend Easeus Todo Backup 
(fave.co/3rkxvél). With it, you create an 
image of your old computer's storage, 
from which you restore your system 
with all settings, programs, and data on 
your new PC. In addition, Windows 10 
can then be upgraded to Windows 11 
without any problems. 

To install an older Windows version 
- for example Windows 8.1, 10 or 11 
version 21H2 - save it to your storage 
with Windows ISO Downloader fave] 
and create a setup flash 
drive from it with Rufus. 

Depending on the Windows 
version, the hardware and the history 
of the PC, you may need a product 
key to activate the operating system 
for the new installation. You can read 
this key on your existing system with 
Showkeyplus fave co/AEGNGTH. 

Reset Windows Update Tool favel 
solves various update 
problems: Almost 20 features are 
available after starting the program 
with administrator rights. 

If you have installed several versions 
of Windows, Linux, or other operating 


systems on your computer, you can use 
Easy BCD (fave.co/45UXDnW) to adjust 


the boot entries and 

their prioritization. 
Creating a flash 

drive as a multiboot 


Glary Utilities 


ff nto a rasa 


© commen 8 merowe 


system for booting 
different live systems 
was a complex matter 


farm scney 
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for a long time. Ventoy 
{ave.co/3UIcHD9 
fundamentally changes 

that. With this tool, all 

you have to do is make o mt 
the flash drive bootable 


Hsesedenra 


inet nt 
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by clicking on ‘Install’ 
and then simply save 
the ISO files on the 
stick within Windows. 
After booting from the flash drive, 

you select the desired live system via 
the Ventoy interface. The key benefit 
here is you don't need to create a 

new bootable flash drive when a new 
system version appears, but simply 
replace the older one with the new ISO 
file. Another plus: You can continue 

to use free space on the USB stick to 
save and transport your data. 


2. PC START-UP, OPTIMIZATION, 
ERROR ANALYSIS, HARDWARE 
AND DRIVERS 

The promise of ‘1-click maintenance’ 

is hit or miss on the PC. The causes 

of possible errors are too varied and 


Glary Utilities makes both problem analysis and their 
elimination possible with a mouse click, everything else is done 
automatically by the software in the background. 


the solutions too complex. That said, 


Ccleaner (fave.co/3RjYLwP) and Glary 
Utilities (fave.co/48ifTJG) are always 


worth a try. You can start the system 
analysis and the subsequent problem 
elimination with just one mouse click. 
Bootracer 
requires a few more clicks. The program 
analyses the start-up process and breaks 
it down into individual segments. This 
shows at a glance which process or 
autostart program has a problem. You 
can choose to start the boot analysis 
as anormal complete Windows start, 
or limited to the system without 
autostarting software. The wizards make 
it easy to use Bootracer, including the 
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necessary restarts. You can 
see in the details where and 
why your start-up may take 
an unusually long time. These 
limitations help to get to the 
bottom of the cause or, if 

it makes sense, to exclude 
the software in question 
from autostarting when 
Windows loads. 

The analysis tools Hwinfo 


fave.co/3r5)8Dy) show whether 
something is wrong with your 
hardware. Both programs 
provide a wealth of information 
and sensor measurement 

data. Even more information on your 
processor is provided by CPU-Z (fave| 


0/450 QUvG) and Core Temp (fave. 
0/3nPuEin), while GPU-Z (fave. 


0/3Rq68D0) digs deep into graphics 


card details. Unknown Device 


Identifier (fave.co/3rc67bf) is helpful in 


identifying unknown components; the 


tool shows many more components than 
the native Windows device manager. 


Memtest86 ave.co/48gzw4y} 
tests the main memory for errors, while 
Crystaldiskinfo 
analyses SSDs and magnetic hard 
drives by reading out the SMART 


parameters. A look at the ‘overall status’ 
shows whether everything is okay. The 
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Snappy Driver Installer recognizes outdated hardware 
drivers and automatically updates them with the latest 
versions if desired. 


tool sounds an alarm in the event of 
abnormal values, which is very important 
for drives full of personal data. 

Snappy Driver 
Installer checks whether your installed 
hardware drivers are up-to-date. The 
tool starts without installation. Click 
on the option ‘Download indices only’ 
and wait until the system analysis is 
complete. Now, if desired, activate 
the ‘Restore point' field. To replace all 
obsolete drivers, continue by clicking 
on ‘Select all — Install’ at the top left. 
Alternatively, check the obsolete entries 
individually. Due to the file sizes of some 
drivers, downloading and installing may 
take some time. 


3. WINDOWS EXPLORER, 
DESKTOP TOOLS AND 
REMOTE MAINTENANCE 
Windows Explorer and the desktop are 
always used on a computer — even if 
mostly unconsciously. While Microsoft 
has equipped the file manager with tabs 
in Windows 11, you have to retrofit the 
file explorer tabs into Windows 10. 

To do this, install Qttabbar favel 
fo/3ZkRleN), restart the PC, open 
Explorer, and click on the down arrow 
in the ‘View’ tab under the ‘Options’ 
symbol on the right. There, you 
activate the list entry ‘Ottabbar’ to 
show the new tab bar. 

The free version of Tidy Tabs fave] 
allows up to three tabs in a 
window, across programs — for example, 
an Excel sheet, a Word 
document, and Outlook. 
It makes it easier to view 


pictures with a large preview 
that you start and close by 
pressing the space bar. 
Treesize Free fave] 
fo/3RnKFdi 
at a glance which files are 
eating up space on your hard 
drive. The already mentioned 
Ccleaner also offers a quick 
search function for duplicate 
files (‘Extras -’ Duplicate 
Finder’). Other tools like 


shows you 


Anti-Twin offer more options, but are 
more complicated to use. 


Clipboard Master fave 0/3RnE6rlf 


can do more and is more convenient 


than the Windows clipboard. If you're 
annoyed by accidental clicks of the 
caps lock key, Capslock Goodbye 
is the tool for you. 
The software deactivates the key or 
assigns an alternative function to 
it. Desktop OK 
restores the icon placement on the 
desktop if it has been mixed up. 

Three other programs provide more 
order (and more space on the hard disk): 


Should I Remove it (fave.co/46azJ7w) 


shows which pre-installed software you 


can safely delete on new computers. 
O&O Appbuster (fave.co/46bF92b) 


ioodbye 2.0 


on |> 8 


Ceudtar 


Select SeroliLock key function 


seu} > _@ | Seach 


Small intervention, big effect. Capslock Goodbye prevents 
you once and for all from accidentally pressing the Caps 
Lock key again. 
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makes it easier to remove 
Windows apps that hardly 
anyone needs. Unchecky 
the secret installation of 
unwanted programs and 
toolbars. It's a godsend. 
Remote help, in other 
words ‘taking over’ a 
remote computer via 
the Internet, is not only 
efficient, but also very 
simple with just one click in 
TeamViewer Quicksupport 
{ove col3EZIOW9, 
The person who needs 
help starts the tool 
and gives his or her displayed ID 
and password to the helper. The 
helper takes care of the rest with 
the fully comprehensive Teamviewer 
software fave :co/ASTHf, which is 


also free for private use. 


4. DATA MEDIA, FORMATTING 
AND ACCESS TO CLOUD 
STORAGE 

Changes to hard drives and partitions 
have a profound effect on your system 
and are often not easy to reset. Smaller 
tools can cause much less damage: 
Superdiskformatter fave.co/Aéatale}, 
for example, allows you to change 

the file system (FAT32, NTFS, and so 
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Cloudevo combines several cloud storages under Windows 
into one drive. This is convenient and allows you to store 
even oversized files on the Internet. 


on) - except for the Windows partition. 
Fat32formatter 
formats almost arbitrarily large data 
media as a FAT32 system, and Drive 
Letter Changer 
is used to assign fixed drive letters 
to USB drives. 

RaiDrive assigns 
a drive letter to cloud storage devices 
such as Dropbox, Google Drive, and 
OneDrive for quick 1-click access in 
Explorer. To do this, select a storage 
service and a letter via ‘Add’, log in with 
your login data and allow Raidrive to 
access the cloud. Done! 


Cloudevo {fave.co/45Phjd1) also 


simplifies the handling of online 


storage by combining diverse cloud 
storage pools into a single drive with 
theoretically unlimited capacity. This is 
also possible with several free accounts 
from the same provider. While you as 
a user only see your Cloudevo drive, 
the service behind it automatically 
distributes the stored data to the 
various cloud storage providers. 

Drive pooling with local drives, 
for example with several USB drives, 
can be done with Liquesce 


0/48fH8UW). Data that is too large 


to be sent by email can be forwarded 


with O&O FileDirect (fave.co/3t1ZLLV). 


The software creates an access link 


to your PC, which the recipient can 
use to transfer the shared data. Your 
computer must be switched on and 
online during the transfer. 

If Windows blocks access to 
certain files, thus preventing deletion, 
renaming, or copying, Lock Hunter 
releases them again. 
You can change other permissions 
of folders and files with Attribute 


Changer (fave.co/3LouéLa). 


5. SECURITY, DATA 
PROTECTION AND PRIVACY 


Have | been pwned? (fave.co/3pbycZg) 


and HPI Identity Leak Checker (fave, 


here too. Just type in your email 
address and you'll know whether your 
account has been affected by one of the 
countless account and password hacks. 
If so, please be sure to change the 
corresponding password! 

Defender UI 
use interface 


provides a new, easie! 
for all Microsoft security features than 
the integrated Windows Defender 
offers. The software contains four 
predefined security profiles and clearly 
groups together many security features 
and settings otherwise scattered 
throughout the operating system. 
Virustotal Uploader fave] 


0/3r5lyC8) simplifies the process of 
uploading potentially dangerous files 
to the Virustotal (fave.co/3RjbFvd) 


scanning platform. Instead of manually 


calling up the website, selecting the file 
and uploading it, this free app works 
much faster via the Windows context 
menu. The browser plug-in | don’t 
care about cookies 
eliminates the hassle of deselecting 
cookies on many websites by blocking 
or hiding the usual pop-up dialogs. It 

is best to combine the add-on with the 
automatic deletion of all cookies when 


you close your browser. 


Wipe fave.co/3LKjihe) is suitable 


0/3jCno5a) are not programs to install, 


but a simple mouse click is enough 


as a supplement for removing online 
traces. The software not only deletes 
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browser data, but also temporary files 
and more. 
You can securely delete data from 


your hard drive with Eraser fave 


0/3xNYqby): the name says it all. 


Ungoogled Chromium 
is a special fork of the free 
Chromium browser, on which Google 
Chrome is also based. Unlike Chrome, 
Ungoogled Chromium does without any 
Google services for more privac 

Simple Code Generator 
creates OR codes for 
private information that you wouldn't 
want to entrust to an online OR 
generator, such as mail addresses, Wi-Fi 
access information, Outlook or personal 
contacts, and the like. 

Last but not least is USB-Logon 
ave.co/45QdNyJ). It lets you create a 
USB stick for fast and secure Windows 
logon without a password. USB-Logon 
is a good alternative for PCs without 
a Windows Hello-enabled webcam or 
fingerprint sensor. 
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Credit: Getty Images/adrian825 


Common tech 
knowledge debunked: 
14 facts and myths 


Some seemingly proven tech knowledge is no longer valid: So what's true, 
and what's myth? PETER STELZEL-MORAWIETZ reports 


xperience, knowledge, tests 1. 
and research are extremely 
important to being able to 


use computers and all IT at home as It is often said that you should not 
smoothly and efficiently as possible. But —_ plug this or that device into a power 
developments do not stand still: we’ve strip together with others. Otherwise 
reviewed 14 pieces of common tech they would ‘interfere’ with each 
knowledge to see if they are valid. other. This is almost always nonsense; 
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the electromagnetic 
interactions are 
usually negligible. If 
a fuse is responsible 
for several rooms, 
several appliances 
are connected to one 
circuit anyway. 
However, the total 
power of all devices 
on a power strip must 
be taken into account. 
Currently, this must not 
exceed 3,000 watts, but 
this is only a realistic risk 
for heating appliances. 
Coffee machine, kettle, 
toaster, fan heater, washing machine, 
and dishwasher should be plugged 
directly into a wall socket, and parallel 
operation on a multiple distributor 
should be avoided. PCs, monitors, 
televisions and IT accessories, on 
the other hand, are not at risk of 
overload. A multiple power strip with 
integrated surge protection is even 
recommended here. 


2. SHOULD YOUR 

WI-FI SSID BE HIDDEN? 

This is a myth, because hackers can 
quickly find out the name of a Wi-Fi 
radio network with the appropriate 
tools even if the SSID is set as ‘hidden’ 
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Unlike early charging, constantly draining batteries completely 
is actually harmful to modern batteries. That is why it is now 
recommended to charge smartphones, laptops, and other 
devices when the battery is already at 20 percent. 


in the router. It is much more important 
to protect your Wi-Fi network with a 
secure, sufficiently long password and to 
use WPA3 as encryption. 

Regardless of this, hidden SSIDs 
have the following consequences: 
Logging on for the first time is more 
cumbersome because you have to type 
in the name of the network manually. In 
addition, there are a number of small 
devices that will not connect to an 
invisible Wi-Fi. 


3. IS IT OKAY TO CHARGE 
BATTERIES ALL THE TIME? 

No, the loss of capacity caused by 
premature charging affected the nickel- 


cadmium batteries that were common in 
the past. With modern lithium-ion and 
lithium-polymer batteries, the memory 
effect no longer occurs. Although 
batteries have generally become less 
sensitive, constant complete discharging 
does damage them. A charge level 

of between 20- and 80 percent is 
considered to be gentle. So if possible, 
charge your devices before the battery 


runs out completely. 


4. USB-C SUPPOSEDLY 
TRANSMITS EVERYTHING 

Not at all, because a lot is optional with 
USB-C. So a particular Type-C port is 

by no means identical to others. Which 
functions a device or even individual 
sockets support can only be found out 
by looking in the manual or an extended 
product description. Because even the 
different and in principle standardized 


symbols are by no means used 


consistently by the manufacturers. 
It is also confusing that USB-C has 


Logo tame aia igs 


vsewcie (USB 4000: 
vex = (USB 2060»: 
over USB10.10. 
ms 


GSBS cr». 


¢ AO cops 
106ips 


the same plug and socket shape as the 
Thunderbolt interface, but both work 
completely differently. The current USB 
logos emphasize the core functions of 
the Type-C interface. This should make 
it possible to recognize the speed 
immediately on the packaging as well as 
on the connector. 


5. DO YOU HAVE TO CHANGE 
YOUR PASSWORD OFTEN? 
No. Although there is nothing wrong 
with changing passwords regularly, 
it's tempting to use passwords that 
are easy to guess. If you only change 
one number at a time, the access 
code is by no means more secure. 
Much more secure are sufficiently long 
passwords with special characters 
and numbers that you manage with 

a password manager. 

It's also important never to use the 
same access code for several online 
accounts. If one account is hacked, 
others are threatened at the same time 


You have to be 


ees careful when 
car | buying USB-C 
cables - there 

0. are many transfer 


rates here. 
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because hackers use it to systematically 
test other accounts. 


6. DOES HIBERNATION 
CONSUME ELECTRICITY? 

No, but you have to be careful 

with the terms: Often ‘hibernation’ 

and the Windows option ‘save 

energy’ are confused. 

So let's start at the beginning: ‘Shut 
down’ switches off the PC completely. 
The mode called ‘hibernation’ by 
Microsoft saves the current session by 
writing the contents of the main memory 
to the hard disk and then also switches 
off the power to the computer. When it 
is switched on again, Windows does not 
completely reboot, but 
reads the RAM file from 
the data medium. This 
is faster than restarting; 
moreover, you continue 


working exactly where you 
left off before. 

This also applies to 
the energy-saving mode, 
but this keeps the last 
Windows session in the 
RAM. This constantly 
consumes some energy: 
on a notebook in battery 
mode, the battery is 


data is therefore lost when the battery 
is empty. Although hibernation mode 
and energy-saving mode start up 

the computer faster than after a real 
switch-off, you should reinitialize your 
PC or notebook every few days via 
‘Restart’. The restart also solves many 
other problems as if by magic, on the 
computer as well as on the smartphone. 


7. THE ‘PRIVATE MODE’ IN THE 
BROWSER IS ANONYMOUS 
Unfortunately, this is wrong. In the 
so-called private mode, the browser 
stores less data, but you are by no 
means incagnito on the net. Many 


online services recognize your browser 


thus drained in the long 
run. Caution: Unsaved 
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Avast promises that its Secure Browser protects everything 
you do online, thus strengthening privacy at the same time. 


and thus also you via individual 
fingerprints, in other words via the 
unique combination (‘fingerprint’) of 
various properties of your computer. 
Even the use of VPN or ad blockers 
does not prevent this. 

Fingerprinting is, however, 
undermined by anonymization 
and randomization techniques that 
manipulate the fingerprint in a targeted, 
non-specific way or constantly change 
it. This is done for the Chrome, Edge, 
or Opera browsers by the add-on 
Canvas Blocker fave.co/3zmP82G), 
and for Firefox by the almost identical 
extension CanvasBlocker fave] 
feo/46clu0Vp. Manufacturers of security 
software in particular also offer special 
tools against fingerprints; for example, 
Avast's Secure Browser (fave 


is free. 


8. IS CABLE INTERNET STILL 
SLOW IN THE EVENING? 


Internet access via TV cable is 


a ‘shared medium’, similar to 

the use of a radio cell in mobile 
telephony: The more people or 
households share an access point, 
the lower the individual bandwidth 
becomes. In the past, the 
throughput in the cable network 
therefore dropped, especially in 
the evening hours when many 


people were watching films at home or 
using their computers. In the meantime, 
however, the cable providers continually 
upgrade their networks. A single node 
on a network can serve as many as 500 
households. With speeds of SOOMb/s to 
1Gb/s widely available, the increased 
use in the evening is hardly noticeable. 


9. IS IT SAFE TO SIMPLY 
PULL OUT USB STICKS? 
USB sticks on the PC may simply be 
unplugged, so you do not have to 
click on ‘Safely remove hardware and 
eject medium’ beforehand. Neither 
the stick nor the computer or system 
configuration will be damaged. This is 
also ensured by the Windows standard 
setting for data media ‘Quick Remove’. 
One restriction, however, is that all 
files on the stick must be closed and 


Removing the USB stick does not harm the Windows 
configuration or the hardware. However, if the data 


transfer is not yet complete, data can be lost. 
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no data transfer must be in progress 
when removing the stick — otherwise 
data may be lost or damaged. When 
copying large amounts of data or 
with slow USB sticks, make sure that 
the Windows transfer window is 
closed before removing the stick. 


10. DOES THIRD-PARTY 

INK INVALIDATE YOUR 
PRINTER'S WARRANTY? 

The answer to this question is a 

clear no — both with regard to the 
(voluntary) warranty of the device 
manufacturer and with regard to the 
legal warranty of the dealer. To do 
so, the manufacturer or dealer would 
have to prove a causal connection 
between the printer defect and 

the third-party ink or cartridge. 

If this really exists, the ink or toner 
manufacturer is liable for the damage to 
the printer. 


11. CHROMEBOOKS NEED 

A PERMANENT INTERNET 
CONNECTION 

It is true that Chromebooks, in other 
words notebooks with Google’s Chrome 
OS operating system, mainly use cloud 
services. However, many tasks can 

also be carried out without an Internet 
connection. The operating system 

then caches all changes locally and 
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Chromebooks with the Google operating system 
Chrome OS use many cloud services. Without 
an online connection, however, they store the 
contents locally so that nothing is lost. 


automatically synchronizes them later 
via the Internet without you having to 
worry about it. 

With services that are already 
integrated, such as Google Drive or 
Office, users do not notice anything 
about this; with other apps, it depends 
on the settings and functions. It’s like on 
the smartphone, after all, the same apps 
from the Play Store can be installed on 
the Chromebook. Just as the mobile 
phone plays Spotify or Netflix content 
offline, for example, the Chromebook 
does the same. 


12. MOBILE PHONE 
CALLS ARE INFERIOR TO 
A LANDLINE AT HOME 
It used to be that the experience of 
mobile phone calls at home were 
often worse than those over the fixed 
phone lines. This can still be true in 
both rural areas with poor mobile 
phone coverage and in densely built-up 
areas where the radio connection can 
be interrupted by buildings or one's 
own four walls. But wherever WLAN is 
available, the problem can be solved. 
All newer smartphones now support 
Wi-Fi calling. The technology switches 
calls seamlessly back and forth between 
mobile radio and WLAN. If the mobile 
phone is not only connected to the 
Internet via LTE, as usual, but also via 
Wi-Fi, the connection automatically 
switches to the local Wi-Fi network. 
Check in the telephony or SIM card 
settings of your smartphone whether the 
function is switched on. 


13. STANDBY: IS IT STILL WORTH 
SWITCHING OFF COMPLETELY? 
Switching off via a power strip is 
definitely worthwhile, but less so than 

in the past. At an average of 0.75 watts 
per appliance in standby mode, the 
energy per day adds up to 18Wh. In 
continuous operation, this is 6.5kWh 
per year. With 15 appliances — quite 


a realistic size in many households — 
the standby consumption adds up to 
almost 100kWh per year. 

For comparison: Without electric 
water heating, a four-person 
household consumes between 3,000- 
and 4,500kWh per year. The standby 
operation of 15 appliances thus 
accounts for 2 or 3 percent. 

Note: ‘Computers’ of all kinds, 
including network hard disks, must be 
shut down first before you switch them 
off hard via a power strip. Caution is 
also advised with OLED TVs: The TV 
sets can be damaged without power. 
Many inkjet printers, on the other hand, 
flush the nozzles every time they are 
switched back on, consuming ink in the 
process. 


14. ARE GOLD-PLATED 
CABLES BETTER? 

You can easily spend several hundred 
pounds on audio cables with gold- 
plated contacts. HDMI cables with 
gold plugs also cost many times more 
than comparable ones without. But do 
the expensive ones really offer better 
sound and signal quality? The answer 
is: No, but... 

All cables use copper wires, the 
metal conducts electricity much better 
than gold. Power and signals are 
therefore transmitted equally well with 
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Cables with gold-plated plugs initially offer no technical 
advantages over those without gold contacts. However, 
they do not oxidize even after many years. 


both types of cable. However, and here 
gold-plated contacts actually have an 
advantage, the precious metal does not 
oxidize. The gold surface of the contacts 
therefore keeps the conductivity high 
for years, while other metals become 
covered with an oxide layer over time, 
especially in humid environments. 
However, to fully exploit this advantage, 
both sides of the contact must be 
coated with gold, in other words plugs 
and sockets. 
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Credit: Getty Images/Bet Noire 


Microsoft Sysinternals: 
The best Windows 
troubleshooting tools 


Microsoft Sysinternals provides the best tools you need to troubleshoot 
Windows systems. THORSTEN EGGELING reports 


perating systems need at least powerful and useful tools to help them 


a minimum of maintenance when using Windows systems. 

to run properly over the long Thankfully, Microsoft provides 
term. While some important tools numerous tools free of charge that 
are already included from Microsoft, help with analysis, maintenance, and 
many professionals want or need more troubleshooting. Some of these tools 


NOVEMBER 2023 - TECH ADVISOR 89 


FEATURE 


are useful 

for everyone 

in everyday 

use, while 

others are 

only needed 

in special 

situations. 
There are 

several reasons 

why the tools 

are not included 


as standard 


Windows 
equipment. 
Due to the 
sheer number of different functions, 
the need for these specific tools is 
often not obvious at first glance, and 
sometimes the prerequisites for using 
the tools have to be created first. In 
this article we'll explain how to use 
Microsoft Sysinternal tools so that you 
can perform necessary maintenance or 
analyze and troubleshoot problems in 
Windows optimally and efficiently. 


SETTING UP THE SYSINTERNALS 
TOOLS FROM MICROSOFT 

In the past, if you wanted to develop 
system-related tools for Windows, 

you needed in-depth knowledge of 

the operating system. That was until 
1996 when the programmers Mark 
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Set up Sysinternals tools conveniently: The Windows System Control 
Center (WSCC) downloads the tools and provides short descriptions. 


Russinovich and Bryce Cogswell 
programmed diagnostic software for 
Windows for their company Winternals 
Software LP. In 2006, Microsoft 
took over the company and began 
distributing this software themselves. 
Under the name ‘Sysinternals’, these 
tools are continually developed and 
adapted for newer Windows versions 
such as Windows 10 and 11 and made 
available for download free of charge. 
Some of the tools offer a graphical user 
interface, while others are started via 
Powershell or the command prompt. 
Under ‘Download’ you'll find the 
individual tools and also the Sysinternals 
suite, which contains almost all of the 
60-plus tools. 


However, we recommend the 
Windows System Control Center 
(WSCC) for installing the Sysinternals 
tools (fave.co/3RnQkAW). It downloads 
either all or only the desired programs 
from Microsoft and also takes care of 
updating these tools in the future. 

Once you download WSCC, place 
it into a folder with a short name and 
no spaces or special characters, for 
example ‘C:WSCC’ or ‘C:ToolsWSCC’. 
This makes it easier to use the 
command line tools. 

When you start it for the first time, 
you're able to set some options. 
However, it's usually sufficient to confirm 
with ‘OK’. In the ‘Software Sources’ 
window, select the tool packages for 
installation. Click on ‘OK’ and then 
on ‘Yes’. In the next window, you can 
specify the installation path. Accept the 
default ‘.\ Sysinternals Suite’ by clicking 
on ‘OK’. Click on ‘Install’ to download 
all tools or you can remove the check 
marks from those you don’t need. 

WSCC shows the category 
‘Sysinternals Suite’ in the tree view on 
the left side of the window and groups 
such as ‘File and Disk’, ‘Network”’ 
and ‘Security’ below it. The list with 
the associated tools appears on the 
right side of the window. Next to each 
program there is a button to start the 
tool and sometimes a '?’ button that 


leads to the help file. 

The Sysinternals suite contains some 
programs with an additional ‘64’ in their 
name. These are the 64-bit versions. In 
WSCC you can set a check mark in front 
of ‘Launch the 64-bit version if available’ 
via ‘Settings’ under ‘General’. Then, if 
available, the 64-bit tool will be started. 


Configuration for 

the command line tools 

You can start each tool via the Windows 
Explorer or the command prompt 
directly from the download directory. 
In Powershell or Command Prompt it's 
necessary to put the directory in front 
of the program name. This can be 
avoided by including the folder in the 
environment variable ‘Path’. For the 
configuration, search for environment 
variables in the ‘Settings’ (Win-l) and 
click on ‘Edit environment variables 
for this account’ in the search result. 
Click on ‘Path’ under ‘User variables’ 
and then on ‘Edit’. Use ‘New’ to add 
the directory in which the Sysinternals 
tools are located. These can then be 
started simply by their name. 


PROCESS EXPLORER: 
WHAT IS CURRENTLY 
RUNNING ON THE PC? 
While your computer is running, 
applications that you have started 
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Process Explorer: 
The tool shows all 
running processes 
with names and 
descriptions 

and provides 
information 

on CPU load 

and memory 
requirements. 
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yourself as well as numerous 


background processes and services 
are running on your computer. The 
Windows Task Manager, which can be 
started with Ctrl-Shift-Esc, shows all of 


the applications currently 
running on your computer. 
When Task Manager is open 
under Windows 10/11, first 
click on ‘More details’ at 
the bottom left and then 
go to the ‘Details’ tab to 
see a list of all running 
programs. Windows 11 
users from version 22H2 
onwards can just directly 
click on ‘Details’ in 

the left-hand pane. 

The Sysinternals tool 
Process Explorer (Procexp. 
exe, Procexp64.exe) offers 
even more functions 


than the Windows Task Manager. 

The program shows you what is 
currently happening on the PC through 
coloured backgrounds. Processes that 
have just been started are highlighted in 
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Performance history: The ‘Properties’ of a process can be 
used to observe how processor load, memory requirements 
and hard disk accesses (‘I/O’) develop. 
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green, those that are being terminated 
appear in red. 

By clicking on the column headers, 
this list can be sorted by name, 
processor load (‘CPU’), and memory 
load (‘Private Bytes’). This allows you 
to find applications that occupy a lot of 
main memory or place heavy demands 
on the processor. 

Clicking on ‘Properties’ in the 
context menu provides more detailed 
insights. The tabs ‘Performance Graph’ 
and ‘GPU Graph’ provide you with a 
graphical overview of the processor and 
memory activities over a longer period 
of time. And the ‘TCP/IP’ tab shows you 
which network resources an application 
is currently accessing. 

If a process crashes, it can be 
terminated via ‘Kill Process’ under the 
context menu item or restarted via 
‘Restart’. Be aware however that this 
only works if you have the necessary 
access rights. If not, go to ‘File > Run as 
Administrator’ to start Process Explorer 
with the necessary rights. 


Dangerous processes? 

If certain processes seem suspicious, go 
to ‘Search Online’ in the context menu. 
This will start an Internet search for the 

process name in the browser, which will 
provide you with further information 

If you suspect that it is malware, go to 


'Check in the context 


menu. The first time you call it up, you'll 
need to confirm the terms of use of 


ww.virustotal.com. To test all running 


programs, go to ‘Options > VirusTotal] 


Eom] > Check . 


In the column ‘VirusTotal’ you'll be 


able to see the results of the virus scan. 
If a program shows ‘0/75’, for example, 
you can probably feel safe classifying 
classify the file as harmless. If 1/75’ 
appears, one of 75 virus scanners has 
found a suspicious file. Click on the 
Virustotal result to open the test report 
in the browser. If only one or two virus 
scanners have reported anomalies, you 
can assume that they have detected a 
virus by mistake — a false alarm. If there 
are more, it could also be malware. 

In this case, click on ‘Behaviour’ or 
‘Community’ on the Virustotal website 
to find out more about the file. If in 
doubt, uninstall the affected program 
and thoroughly scan the system with 
up-to-date antivirus software. 


AUTORUNS: REDUCE 
AUTOMATIC PROGRAM STARTS 
As most people know, a freshly installed 
Windows boots quickly and reacts 
without delays. Unfortunately, this 
usually changes over time. The reason 
for this slowdown is due to programs 
that configure themselves for automatic 
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Microsoft Office. After 
starting, the tool shows 


Automatic starts under control: Autoruns shows all autostart 
ramps. For programs you do not need, simply remove the tick in 
front of their name. 


start during installation. A program 
like this can then, for example, check 
for updates or wait for events in the 
background. However, this delays the 
Windows start and slows down the 
system. None of the auto-start programs 
are really necessary, but they can be 
useful. You must therefore weigh up 
in each case whether an auto-start 
program is important to you and 
whether you want to accept a delayed 
system start for it. 


Sysinternals-Autoruns 
Sysinternals-Autoruns (Autoruns.exe, 
Autoruns64.exe) lists all auto-start 
ramps and can also display and manage 
extensions for Windows Explorer and 
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several tabs for the 
different areas. You'll 
find that the most 
practical tab is the 
‘Everything’ tab which 
displays everything 
together. The list is 
quite long, but can be 
limited via ‘Options > 
Hide Microsoft Entries’ 
to hide products that 
do not originate from 
Microsoft and only 
show software that was 
added later from other manufacturers. 

Remove the ticks from all entries that 
you do not need - this does not delete 
anything. If it turns out later that a 
program should be started automatically 
after all, you can always check the box 
again. Use ‘File > Run as Administrator’ 
to start Autoruns with increased rights. 
As a rule, this is not necessary unless, 
for example, system services are to be 
switched off under ‘Services’. However, 
caution is advised here. Do not switch 
off Microsoft services, because this can 
lead to malfunctions. 


Save and compare 
After you install some software on your 
computer, new auto-start entries will 


probably appear. To avoid having to to VirusTotal’ or ‘Check VirusTotal 
search for them, save the current state If Virustotal reports a lot of virus 
in a file via ‘File > Save’. Later, the saved _ detections, that subsequent program 


state can be compared with the current should be examined more closely and, if 


configuration via ‘File > Compare’. The in doubt, deleted or renamed. 
tool highlights new entries in green, 
deleted entries appear in red. PROCESS MONITOR: EXAMINE 
THE BEHAVIOUR OF PROGRAMS 
Examine processes more closely A virus scanner can detect malware in 
Sometimes it is not clear which program —_a program or classify it as dangerous 
is hidden behind an auto-start entry because of its behaviour. However, you 
and what its function is. As with Process can also examine which individual files, 
Explorer, by right-clicking on your registry entries, or network resources a 
mouse, you can select ‘Search Online’ program accesses on your own and thus 
and thus start an Internet search in the discover any undesirable behaviour. 
browser for the process name. This type of information can be 
You can also carry out a security determined with the help of the Process 
check, similar to Process Explorer, via Monitor (Procmon.exe, Procmoné4. 
the context menu item ‘Submit File exe). However, this is not an easy task, 
because almost 
eo . a @ _ | all programs 
Py ~» @m@ «| constantly access 
*| the hard disk or 
Z the network, and 
2 & w| it's difficult to filter 
*| out the relevant 
cron mas arom son cman 5 information 
sey en te from the masses 
a os of data. 
5 Monitoring 
a begins 
- e@ - immediately 
Check security: Send suspicious files to [Virustotal.com} The result after the Process 
shows whether one or more virus scanners find malware in the file. Monitor is started. 
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© Wows Spams 
and network 4 Cvardons Sytem ep 
© inoue Soman 
accesses can be 7 ees 
determined. 1 Capen Repeal OCADbCHYPTBASE UL 
© vad Semen 
You can stop the recording after a drag the crosshairs to the window of 
short time with the key combination the program you want to examine. Go 
Ctrl-E. The program window shows a to ‘Filter > Filter’. There should already 
chronological list of accesses from all be some entries in the list and you can, 
active programs. Under ‘Process Name’ for example, exclude Procmon.exe itself 
you'll find the name of the program from the examination. At the beginning 
that performed an action, under is the line ‘PID is [ID] include’, where 
‘Operation’ the action. For example, ‘(ID]"" is the process ID of the selected 
‘RegQueryValue’ means that the program. In the main window of Process 
program has queried a 
: 1 Proce Moor Fe x 
value from the registry. 
Fits mee nett thes tne you ered Preces Mentor 
A filter can be used | owpleyeres matching tise consions 
"i - hte 5 toon [nde 
to examine a specific 
software. Open the si a 
Column Relation Valve ‘Acton = 
program you want to | eQ mamta 0 enim coal 
examine, click on the BO Event Class is Network. Include 
s : s Procmon exe Excude 
icon with the target is Prooexp exe Exclude 
i s Autorun exe Exctude 
(‘Include Process % iosonetaias Eahide 
from Window’) in = room as. eed be 
F ancl see 
the Process Monitor, Ce 
hold down the left Create a filter for Process Monitor: Use a filter to restrict logging 
mouse button and to events that are important to you, such as network access. 
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Monitor, activate the 

recording with the key 

combination Ctrl-E. 
For an alternative 


Ener ns 


configuration, go to 
‘Filter > Filter’ and click 
on ‘Reset’. Under ‘Display 
entries matching these 
conditions’ select the 
entry ‘Process Name’. 


To the right, enter ‘is’ 
and after it the name of 
the program you want 
to examine, including 
the file name extension ‘.exe’. At the 
end of the line, select ‘Include’. Then 
you'll want to determine the program 
name, for example, via Process Explorer. 
If necessary, define further filters such 

as ‘Event Class is Network include’ if 
you're only interested in network access, 
or ‘Event Class is File System include’. 
Click on ‘Add’ and finally on ‘OK’. 

After you have set your filter 
selection, delete the events recorded 
you have so far with Ctrl-X and start the 
recording again with Ctrl-E. The area 
displayed in the event list can also be 
controlled via the five buttons in the 
right-hand area of the toolbar. 

Tip: The Sysinternals tool Sysmon 
can be used to log all or selected 
system events that may indicate 
malicious code or hacker activities. 


Help for PS-Tools: The help file Pstools.chm contains 
descriptions of the tools and explanations for the meaning of 
the available command line options. 


PS TOOLS: COMMAND LINE 
TOOLS THAT CAN ALSO 

BE USED FOR REMOTE 
MAINTENANCE 

The Sysinternals tools contain several 
command line tools whose names 
begin with ‘PS’. With the PS tools 

you can display running processes, 
terminate processes, or shut down 

the PC. Help on the tools is provided 
in the file Pstools.chm. The tools are 
particularly interesting because they 
can be used to remotely control other 
PCs in the network. On the target PCs, 
you must execute the following three 
command lines in a command prompt 
as administrator and then restart the PC: 


sc config RemoteRegistry 
start=auto 
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sc start RemoteRegistry 

reg add HKLM\SOFTWARE\ 
Microsoft\Windows\ 
CurrentVersion\ 
Policies\System /v 
LocalAccountTokenFilterPolicy 
/t REG_DWORD /d 1 /f 


Also make sure that you can 
access network shares via Windows 
Explorer and that file and printer 
sharing is activated. 

All tools work on the local PC if you 
do not specify any other options. For 
remote access, the tools will require the 
IP address or name of the PC you want 
to access. The general form of the call is 


tool.exe \[IP] -u [User] -p 
[Password] [more Options] 


For tasks that do not require 
administrative rights, set the name of 
a standard user to ‘[user]', otherwise 


use an account that has administrative 
rights. For example 


psexec \[IP] -u [User] -p 
[Password] powershell.exe 


You can use a Powershell 
interactively on the other PC. The 
command for that is: 


psshutdown -r -t 10 \[IP] -u 
[User] -p [Password] 


The remote PC will restart after 10 
seconds. 


HANDLE: UNBLOCK 

BLOCKED FOLDERS 

Sometimes folders or files cannot 

be deleted or renamed. The error 
message then reads ‘The action 

cannot be completed because the 
folder (or a file in it) is open in another 
program’. A similar message is received 
when you're 


Remote shutdown: With the tool Psshutdown, a PC can be restarted via 
the network. The target PC must be configured for remote access. 
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trying to eject 
a USB drive but 
an open file is 
preventing it. 
Unfortunately, 
Windows does 
not usually 
indicate in 
which program 


exactly the file or 
folder is open. 
The Sysinternals 
tool Handle 
Viewer (handle. 
exe, handleé4. 
exe) is a bit more 
talkative. Run it 

in a Powershell or 
command prompt 
that you start with 
administrative 


rights. You can call who is blocking a file? Handle shows which process has just opened a 
the tool with: file exclusively. If necessary, the file handle can also be closed. 
handle C:[MyFolder] however, this will probably result in 


data loss so be careful. 

Handle Viewer will display the 
complete path to the affected folder or 
file for the placeholder. It also outputs 
the name of the program, its process ID, 
and the handle ID. If the program is still 
running, you can then close it to stop 
the error message. 

If the programme has crashed in 
the background, close the handle by 
entering the command: 


handle -p [Process-ID] -c 
[Handle-ID] 


Once you do, only the handle will 
be closed, the program itself usually 


continues to run. For unsaved files, 
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